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http://id.yahoo.co.jp/security/otp.html
http://techblog.yahoo.co.jp/topics/otp_release/
https://support.google.com/accounts/bin/topic.py?hl=ja&topic=28786
https://blog.dropbox.com/index.php/security-update-new-features/
https://code.google.com/p/google-authenticator/
http://aws.amazon.com/jp/mfa/
http://www.windowsphone.com/en-US/apps/021dd79f-0598-e011-986b-78e7d1fa76f8

Identity Assurance FrameworRiPPes

« Kantara Initiative IAF2.0L381039]

Table 2-1. Four Assurance Levels

Level Description
1 Little or no confidence in the asserted identity’s validity
2 Some confidence in the asserted identity’s validity

High confidence in the asserted identity’s validity
Very high confidence in the asserted identity’s validity

)

.

Table 2-2 Potential Impact at Each Assurance Level

Potential Impact of Authentication Errors Assurance Level*
1 2 3 4
Inconvenience. distress. or damage to standing or reputation | Min | Mod | Sub | High
Financial loss or agency liability Min | Mod | Sub | High
Harm to govt. agency programs or public interests N/A | Min | Mod | High
Unauthorized release of sensitive information N/A | Mod | Sub | High
Personal safety N/A | N/A | Min | Sub
High
Civil or criminal violations N/A | Min | Sub | High

*Min=Minimum; Mod=Moderate; Sub=Substantial;, High=High
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http://kantarainitiative.org/confluence/display/GI/Identity+Assurance+Framework+v2.0
http://kantarainitiative.org/confluence/download/attachments/41649275/Kantara+IAF-1200-Levels+of+Assurance.pdf?version=1&modificationDate=1272504049000

Identity Assurance Framework!<

Assurance | Example Assessment Assessment Criteria | Assessment Criteria -
Level Criteria - — Identity Proofing | Credential
Organization Management
AL 1 Registration to a| Minimal Minimal criteria - Self | PIN and
news website Organizational assertion Password

criteria

AL 2 Change of Moderate Moderate criteria - Single factor; Prove
address of organizational Attestation of Govt. | control of token through
record by criteria ID authentication protocol
beneficiary

AL 3 Access to an Stringent Stringent criteria - Multi-factor auth;
online brokerage| organizational stronger attestation | Cryptographic protocol;
account criteria and verification of “soft”, “hard”, or “OTP”

records tokens

AL 4 Dispensation of | Stringent More stringent Multi-factor auth w/hard
a controlled drug| organizational criteria — stronger tokens only; crypto
or $1mm bank | criteria attestation and protocol w/keys bound

wire

verification

to auth process
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http://kantarainitiative.org/confluence/download/attachments/41649275/Kantara+IAF-1200-Levels+of+Assurance.pdf?version=1&modificationDate=1272504049000

LOA:

SRE L CLYBIdP40]

LOA 1 Certified Identity Providers

_—-

(Google OpeniD 2.0 http://google.com

Equifax M1 1.0 OI}( http:/fequifax.com

PayPal Il 1.0 O |http://paypal.com

PayPal OpeniD 2.0 Ol |http:/ipaypal.com
VeriSign OpeniD 2.0 Ol |http:/ipip.verisignlabs.com
Wave Systems OpeniD 2.0 O |hitp:/iwave.com

Nerizon

LOA1, 2 and non-PKIl 3 Certified Identity Providers

[SAML 2.0

Kantara

hittp://verizonbusiness.com/us/

JIPDCGC

201247848, 22H0IX LoAIRETOS ABhALL
NIHDPubMed & ¥

LoA2XtiCe-Rad, HPCIF&E D

L (CHALE
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http://www.idmanagement.gov/pages.cfm/page/ICAM-TrustFramework-IDP
https://www.gakunin.jp/docs/fed/loa/loa1program
https://www.gakunin.jp/docs/files/b7)panel-d.pdf

RADFEEDFE L dieees

« Level of Assurance
— OMB M-04-04 &NIST SP800-63(CcE DKL
— DX OFHIm(CED < LOADIRTE
— ZBLOAIC kO BN DI REHLE
° %g?&‘mun
— BRARY—EXTER UKD
s KEEPRD—ERXZRITDIIHFEL0AIZEREIND
- REIZFILILADZRE TS
— NIH@OPubMed \MiFf/L E
— Google, PayPalid ENLoALRRTE
— BARTEZEZENLoAIRETOUS LARRA
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Cryptographic Device NI irpec

e 2012468 (CERAE[421[43]1[44]
. CRYPTOZOlZ_C‘%?::z

— 201288H19~23H, DS EREE
— Efficient Padding Oracle Attacks on Cryptographic
Hardwarel#>l

o EARIEN
— BS#A 2 R— MEREZFIA LA > IR— b ENTZRDAF
— PKCS#1v1.5 padding(Cxt 9 Sk EBleichenbacherIiZ
« ECHNEIRBSSINE (CCA2)
— PKCS#1114 25T 114 R7%Z1MHE L TWLDHERD
AN—bH—REUSBE—D2 (T DARIREDEH
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http://blog.cryptographyengineering.com/2012/06/bad-couple-of-years-for-cryptographic.html
http://www.informationweek.com/security/vulnerabilities/rsa-securid-800-token-attack-detailed-by/240002769
http://www.itmedia.co.jp/enterprise/articles/1206/27/news034.html
http://hal.inria.fr/docs/00/70/47/90/PDF/RR-7944.pdf

Cryptographic Device/\DIEE[4dppec

Device PKCS#11 | PKCS#1 v1.5 Attack CBC-PAD Attack
version Token Session Token Session
[Aladdin eTokenPro | 2.01 v 7 I v
Feitian ePass 2000 | 2.11 X X N/A N/A
Feitian ePass 3003 | 2.20 X X N/A N/A
Gemalto Cyberflex | 2.01 v N/A N/A N/A
RSA Securid 800 2.20 v N/A N/A N/A
Safenet Tkey 2032 2.01 v v N/A N/A
SATA DKey 2.11 X X X X
Siemens CardOS 2.11 v v N/A N/A

Table 2: Attack Results on Tokens

Device Token Session
Oracle Time Oracle Time
Aladdin eTokenPro | FTT 21m FTT 17m
Gemalto Cyberflex | FFT 92m N/A N/A
| RSA Securid 800 | TTT 13m | N/A N/A
Safenet lkey 2032 FTT 88m FTT 17m
Siemens CardOS TTT 21m FFT 890s

Table 3: Oracle Details and Median Attack Times
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http://hal.inria.fr/docs/00/70/47/90/PDF/RR-7944.pdf

Cryptographic Device NI irpec

« TARZ7DelDHBFHMI = CTLIDE]
— eIDOERARESSLICHIFBREECFIATNTND

- CORAFFTEO—/\VIA LTI MEHTIREN AT LR
« 2048bit#E C100185/340%0, WE(C(FZ283001E5HE
- #I2785RIN NS
+ 1024bitHE T (FESHHIMERND, IRE(C(Z490001850E
— L1ESREENND
- BERAEIE
— 2048bit#T(3#I10385/, 1024biti T (3HI4885 RS

R DF
- A RCEET O ERATERINEHE LRI 46l
~ OAEPE(ER(SHEEZIF TR 145)
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http://hal.inria.fr/docs/00/70/47/90/PDF/RR-7944.pdf
http://blogs.rsa.com/curry/dont-believe-everything-you-read-your-rsa-securid-token-is-not-cracked/
http://hal.inria.fr/docs/00/70/47/90/PDF/RR-7944.pdf

iCloud/ \wv 54147 siPbec

« 20128H3H (CKEFFRH)
« T —7F+ X MMat Honan®iCloudh'/ \w o =E=nsd

o {oHiECE T8l
— 4:50pm iCloud77h2D > h&EDSHED, J\RXD—RZEE
— 4:52pm GmaildD/\ X J— REREMNMTHNDS
— 5:00pm iPhoneh*UE— D1~
— 5:01pm iPadRAUE— DA
— 5:05pm MacBook Airb*\JUE— D1
— B1E Twitter77 D> REDSED
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http://www.gizmodo.jp/2012/08/gizmodoicloud_hack.html
http://www.emptyage.com/post/28679875595/yes-i-was-hacked-hard
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« EDVOTELSERSNIEH (1/3) [491501051]
— TwitterddZ7 0O 7« —J)LHSGmail)7 RL X %Z51D
— Gmail/\XDJ— REF/TOEEMNS @me.com)’ RLAEHETE

Google

Sy Ses@gmail.com M/SRT—K PURAVR

ThHOUNBEREREZELRR
® ROWIEEDICHEID FEE(S, eevesesces 602

RIERE ® THAF Ayt (SMS)
EEE A M

RDFwEA IV TRELRIZART  FEIRTE') %% (E] shiesesesecs@msn.com
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o [JXRDT—RzZENZ, URA2FEKMUE]
« [FPREDOL Y RO — R FTZEBRZI TR
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http://money.cnn.com/2012/08/07/technology/mat-honan-hacked/
http://www.gizmodo.jp/2012/08/post_10649.html
http://fladdict.net/blog/2012/08/icloud-hack.html
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http://www.computerworld.jp/topics/614/Apple%E3%82%A6%E3%82%A9%E3%83%83%E3%83%81/204441/%E3%80%8CiCloud%E3%80%8D%E3%83%8F%E3%83%83%E3%82%AF%E4%BA%8B%E4%BB%B6%E3%82%92%E5%8F%97%E3%81%91%E3%80%81%E3%82%A2%E3%83%83%E3%83%97%E3%83%AB%E3%81%8C%E3%83%91%E3%82%B9%E3%83%AF%E3%83%BC%E3%83%89%E3%81%AE%E3%83%AA%E3%82%BB%E3%83%83%E3%83%88%E5%87%A6%E7%90%86%E3%82%92%E5%81%9C%E6%AD%A2
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