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Abstract: Since the advent of Bitcoin, cryptoassets exchanges emerged to connect the fiat currency world to
the cryptoassets world and drove the rapid deployment of various cryptoassets including Bitcoin and others.
Many incidents centered on recent cyber attacks in cryptoassets exchanges suggest that there is a large gap
between user perceptions and reality of exchanges’ roles. Most of today’s exchanges are so-called custodians,
who are entrusted by customers with cryptoassets and process transactions on behalf of the customers. It
is a social demand to clarify their operation according to the actual situation, the information assets to be
protected, and the security management system. Focusing on the fact that exchanges behave as custodians,
the authors organized the issues regarding custody risk and cryptographic key management with experts
including the exchange operators, and considered the technologies and operations necessary for the security
controls. In this paper, the authors described the results of them. Authors described also the findings for ap-
plying the existing technologies to such issues, by clarifying the difference from the Public Key Infrastructure
(PKI), which is a typical example of the technologies.
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*1 An electronic payment system based on cryptographic proof

instead of trust, allowing any two willing parties to transact
directly with each other without the need for a trusted third
party.
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Fig. 1 System model of cryptoassets custodian.
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Fig. 2 Key lifecycle at cryptoassets custodian.
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BB E SN TWRrw)prTady 7 F2—rE2E2F1) v
7B ELHEMTHA ). FEMNISCHR [10] D 7.3.6.4 T
FHINTWAD,

5. EER I PKI &MDiEL)

EAEOSFEEMO MM & LT, PKIWCBI A —HOHET 1
THA I NVE T 2= AT 2O TRET &, KT
LCH PKI OHIE2SEHTRE 2 E AT b & 5 —F T, B5
BERZTDOEEVEORMB L T 0y 7 F 2 — VR H
IR IC BV T, PKI EId K& B2 2AOMEIC X
D, WO THFPLELRETbH o7, RETIE, Z0E
WIZDWTHRRS,

5.1 D171

TERDBXAERFFIZIE, BHEVELREERFEL, B4
WEOF— (F] . BEOEST—F) 2L, B
BEITH) S EN—HITHH. 1, T0XH)IBafta
T8 RER TN, BAEDPLEELELHIRL T,
ZHB L BELE L & BBGEEEIC L > TELOER)
HEMEET 5 2 EDTE, BHNRT — 5 ONEFIHES 7
WUER (B R DIEAT) EATH S LT E L. ERNICE
LEEIEL AT BICHEET R L WD, BEARRORE
MW AZELT AL, MENET V5 4 LADOFLHEAR
G EDHABIEETH .

Bk B EOERIEO R & GbE T, B EEDE
BIZIEFICEY BAIC L > TRHIBRD 2 v) &R IS
09D, BLEOEBRAMEZENT 572012, BEHHk
EM: (HD : Hierarchy Deterministic) ™7+ L v b 7% EDf:
WMAbHL. HD 7+ Ly M T, FBIHEEE (7T FLR)
T ERER L, BXEPLEL Lo/ JIE b EH
BAVERT A ENTRTH AL, 72751, 29 LA
BELT VT RLIMET 720, TRTORGTEEC
WHTE DI TIIEWEITEE SRV,

5.2 EOKRME

PKI CIZBEABITH 2 L8R EIT) T LA TES.
FANILHE & 13, B BEOTHRRIEAFER L7 i &6
NBRSEREIIE 2 384T L 7-RRRE R DS, BRE L L OERICKE
D&, AHBEFEHEOFAEILREEZIT) b DTH L. R

iz d TV T) X LOfETMEE EhkA BB D 5.
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FERE, MEAREAEHEOLMIRE A TR L 2 kwh )
A+ (CRL : Certificate Revocation List) D3$477% & %47
I . BHOBEEE I A N EBET 52 LT, FNFE
ADNAHAIHEA MR T L5 LD TE, UGBEAHEICX
LEHLT =D (NED) ZANEIRT LI ENTES.
—7Jj, Bitcoin % EWEFEEDLMADEL LIX, N T
W va ORGSR OPER 7 ORI
bERICHY, RO L) &E 21—V ) 748
AT, PKIOD X9 RN 0E 2 FEIITE v, FHH
DIFHPAREMEHIC L - T, BFBEEY ALICBIET S b
Ty varyhIEkEN, Tuy s Fr— v ETARE
NTLEH &, RRIWRELZAL TRV R, T—F
DERBIZL->TZEO NI I a 2D HET I LIET
Ehwv, F, TRLVAKLTHERELRT A EHT
EhWiw, 1EARINZT FLAICH LT, B5ERE
DOBEEEL I ENTER V., WELGEIPIZEST, $5b
7 R LA S EHEDIBILIN D REEN S 5720, Z0
g BEErMICBIETE A L )12, BT FLRAEFE %
LGB EREEE LRIT L Z EPLEIIS L TRD S
nas.

5.3 REBEBOY IS4 F—2UXY

B BREICBVTIE, N"—F7 =774 Ly b EFER
% (B #EMEREFLEES LD, N—F7 7T
ALy MINHMTEABEELRIEFEL, N a o
DEL/HLE L % B JRTE T, USB % Bluetooth 7 &€ PC
RAX—= M7V EERLTHERTS. Ny T7 Y
Ly M 2Rl D VA, Z OB TEE TR VEA
HWEY, N—=F7 2794y MRE SN TR &
PEDSH I L 72 F D MR S T\ %78,

DL BRI BVWTEE TR, FRAER
BERATLHEVD), WDbWLIS I F =) R
ANOFLE LT, BB ORI & FERE & 2T 7o S
BEND L, BN SFHEINE SRR ), ThEh
IR B LANVDRITENT WA, SEFREOREIZDH
7-o T, FHIEHER L Lo E & 12, IR ERE
DIRIZOWTOEENLETH DL, T2, BEMHEEN
O—EFRD T TIHT BEBILDE S b, B
BRI L TR ZIT TV 5505 5.

PKI 2B} 52 FER T, =8B OFEMN & FiE e =)

T Y OHEGEA 2 SR ol LMo s B AL, %3
R EA AT E T\,

8 72k ZIED T OFEE. Man’s Life Savings Stolen from Hard-
ware Wallet Supplied by a Reseller, https://news.bitcoin.
com/mans-life-savings-stolen-from-hardware-wallet-
supplied-by-a-reseller/

O Jo 2, EIBREY RN - RRRERIEL & LT, REIEUT O ELE
#CTdH D FIPS 140-2 1240 {GEGE (Cryptographic Module
Validation Program, CMVP) %, ISO/IEC 15408 (Common
Criteria, CC) 2D (DD 5.
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72 HSM 2Mib N T w5 Z kit 4.1.2 HTHh~7. I
WHWEEY - 5TV T) ALIEB L ZEELEINTE
D, FLEL SINLEGEHANEDEICEREEL ST
WAHZENL, FRICHEM L 282 HET AR 1B X
ZOEE . —HOSRFTICB W TIE, BT v T X
LARNXTG A= EOWTY, 3 L7z HSM 234 2w &
Vo 22D ), BT EEO TR EH OTLREN £
PG LT hwnizo, —BRICEERN 2R 2 feE T
HIERHELWIRIICH . S D20, ST IIE I E
CI 2 RRREIRER LNV 2 BE T AL ED D V), T 7-FREEH
P CEESEDP—EOF v ThiE) IV THEIE
Y HLEN DB, BEEBEBNELO DT v 71T
LRBFEDOY AL, F v TR E OMORERE R AT
L) A [12] 1O ZET HLEN D L &, Rkl
DY EE D RKOHND.

5.4 BES7ILIUXLO Agility

Ty Iy F 2=V IE NI a rANDBELR, T
VAR T Uy 7 OERIZBITANy ¥ aBl{EORHL L
4 BGHCRE FHMAFIHLCBY, 7y s Fz—
DEAEMED TS OB HEAMR IS L T 5. Bitcoin 7
0y 75—, EHEEPSHEICESL T TOBRED
TRCDOMNF I a2 RELHEITAZI LT, BrE
FEORAT L BEO—EWE MR T MM A L o TS,
Ty 7= ERIERERIGER L 284, 5IE
FEOUERER E R FEOMERIZE D, HI TS5
BT NT) ALy v a s b0 L e, 72
BWEFH L CWBED T RmELHFcEI b2
EDEZOND. FFRMICT LT X LREEDIETLL
A, 7Uy s Fi—VOWREDONT U T a DR
FAREICEESBZ ON), BLBORNIELRER L LI
IVEEHDE=EVPIEL RS EREOREZE YT F
LTS BHEDORBIEZIT) Z bR E L IBNDDH 5.
NS DB HEANI§ 2 BEPBIFER S O L %2 HHN,
Ty 7 F—rDTTy N T A =L kDb T NI LT
DY TN T) ALREEIIBITTALENH L. L
L, BHIRoMEW R Ty 7 F 2 — VIR EBITT 5720
DY AN AL EHZ TR\, 70y 7 F 12—
BEBATTIE, FTUHFr v a VERICHWLZZEBOR
TE, 70y 7 OETENEMFET 27200y ¥ 25D
BATICOWTEZ 2LEDDH 5 [2].
5.4.1 FBRBOEIT

BLBEORITTIE, BEHLVIZBELT VT X L0
FTIHREZOEN, ZOVWTNOLRETL Ty 7 F 12—V
J— FOBREEZIREET 2V 7 by 2 7 & —FOBLEE
W29 4Ly b7 b 27 - =K 27 TONIB

O ZNB T IAF 2=V VAZDO—FEEVWZ L),
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PLEERL, S6I12, BITHIOZEAR IS T 5IHT F
LADS, BITBROBLE SIS T 57 FLANETE
FEABIET 2LEDNH L. LTI BWTH T, Hw
BT A BUEDSHER & 2 AR, BECE LT
Oy 7Fr—Y /) =KDV T NI 2TEERLT+ Ly ME
BEDEFIZL % ) ZIWF v AT 20U fE L, HHLTW
LELBEOBITWE YT T ALEND L.

5.4.2 /Ny 1 BEEOBT

Ty 7 ERICER N VO T VT X LARET
T, 78y 7 OAEFLHERICED iR 2Rt 547
Oy 7 Fx—r/—RTOWNIBOPLEE %D, F#lIAERK
THTUY T TRL, @EIER SN TE Y 712D
WCHDEETLLEDNH L. wEICERINTay 758
MO F FTHAYE, Ny v BEBICETARERIZE -
T, BEONTIVHFr T a ORI EXRIONTLE
VN DL 2O THL. MEDNT T T3y DLk
DY EANTEETH UL, B5EEDORITEBIRICET S
—HMWIIMERFTE 2w, BRIER S NSO B %
WHboo, Fichny vaBRICETTAFEELT, E
WEZUDKH L., TN, PKI Zaifes L%
BRI A DAY T HAM2 % TR S LRl kIC D
W, IDREOE WY a0 T VT ALk
WHLY A LAY v THE & #EORE I L THEA
L, 7VI) XLzt d 2 & LB IEE0EEORLIEE
B (FAERE) OFEELHERFL TV D TH L. 720
s 4 LAY v TROFIEOEERE, PKI L 70y 7
Fr— VIIEHED R 2 0O0, BFORREFEOEIENE %
FLGAS, SiLW7Z LT XLIIBITTLE V) EZ)
FIBHTE 5.

ZFO12E LT, PKIDY A LAY Y TRDVG 725
FEEHOH VI, 7Tay 7 F x— » OERYIIER OFFH
ICEH L2BATHEORENS S [13]. 710 v 7 EBICH
bLTINT) ALEATIE, 70y 7EEE T /) — FO&
HEMWDLZ EIZh b0, 70y ZERPHIFICED S
J = ROEEDPARTRE % 5. 12 Proof-of-Work @ X 9
GAHZALDYEL, 7Oy VR —F (w4 F—) D
FHREIEE OBRICE o T, BITICOWTIRTD /) —
FOBRDIELNE LIERS vy, fERNIIT7 VT X4
#BATT AEI2E, BEOT VT XL EOMBEET %
TVOOBITEREDDLY T M 74— LT LWV, T
TN ALOBIINEE THLYLER, WEaII2=7147T
DOEROMER LWL, N=FT7x—2 (ZOKE, K
GEEONE) Lab5E0H0 ) 5. SHPTIZB W TIX

*I1 EN 319 122-1: Electronic Signatures and Infrastructures
(ESI); CAdES digital signatures; Part 1: Building blocks
and CAdES baseline signatures ¥ ERS (RFC 4998: Evi-
dence Record Syntax) 7% &

*12 RFC 3161: Internet X.509 Public Key Infrastructure Time-
Stamp Protocol (TSP)

1371



1BERIEF=EwEE Vol.61 No.9 1364-1373 (Sep. 2020)
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CLE R - B R R L7z, $72, BAEO#EFON
FBITH L PKIL L DENEHS2IIT S 2 LT, BAFHAN
ZIGHT 2R TORRERL.

FF AL AEWHNT Bitcoin X L & T LK54
FEDL, HEHEBTL00T, RELho7AANT 1)
A7 INE ORI BOAT N, IhExi/MET 5720
BT R Y S5 2 5 h kol S - ¥ )
TA - TIANTOEEMPFESE L Z T 72012
ZF) LIHEREBILL T Th LS 27 /ML
THIL, £72FDLOOHAE AT — 7 RV — L3
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#EE A LI Cryptoassets Governance Task Force
(CGTF)*"Boif# 2@ L CRonMmied L2 L Tw
A, HTFDORXNICHEZFRT S,
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