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Analysis of triggering process of closed communication and
detection of danger on Twitter
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Abstract: While open Social Network Service(SNS) such as Twitter has enabled the establish-
ment of friendships without geographical restrictions and exercises with high social significance,
there have been many incidents such as online luring and drug trafficking in SNS. In this study,
we understood how to shift from SNS open communication to closed conversation from large-scale
data and retrieve/investigate particularly problematic communication subsets. We obtained 1.94
million messages that lead to closed conversations such as “ DM please ” from the 10% sample
data of the Japanese tweet during 8 months, and participants of these conversations were divided
into subsets by network clustering. Most of cluster do not have questionable contents. However,
some clusters in which one-sided messages were sent from a specific user group to another group
have dangerous communication such as online luring or illegal work recruiting. These results indi-
cate that while T'witter plays a certain role in building closed human relationships with the same
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hobbies, there are large groups that are presumed to be highly criminal.
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