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Abstract: This paper points out that in the digital age it is essential to protect the reliability of
information and develop robust "information immunity". The proliferation of smartphones has led to
information overload and the associated stresses. Complex interactions on social media are bringing
new challenges and errors. The introduction to the paper details the favorable and detrimental effects
of the pervasive digital environment on social mental health. The relationship between informa-
tion overload and psychological stress is examined from multiple perspectives, helping to devise
effective strategies for information management and stress reduction in an age where digital tools,
particularly smartphone applications, play a key role in mental health care. Information overload
is a widespread problem in modern society, and these studies highlight the importance of proper
information management and stress reduction strategies to mitigate the effects of biased information
sources and echo chambers. The paper also focuses on mental health applications, On the other
hand, the proliferation of the digital environment has also drawn attention to its negative aspects. The
proliferation of filter bubbles and echo chambers underscores the need for improved digital literacy
and information choices, with a focus on online lynching (cyber harassment and attacks, Gaslight-
ing), providing in-depth research and analysis of its effects, victims’ experiences, gender differences,
and countermeasures.An international network (Digital Citizenship) is conducting comprehensive
research and analysis on the understanding, impact, cultural differences, and school measures to ad-
dress these critical issues, especially in this era of widespread cyberbullying affecting young people,
to understand the depth of the problem and improve countermeasures that are development is rapidly
underway. Finally, it emphasizes the central role of information transfer within the informational
immune system and the need to understand and control the immune response.
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1. Introduction
In the digital era, safeguarding the integrity of information
and fostering robust "information immunity" are imperative,
as the ubiquity of smartphones leads to an onslaught of infor-
mation and associated stress. The intricate web of interactions
on social media introduces novel challenges and potential er-
rors.

The introduction of this paper delves into both the ad-
vantageous and detrimental impacts of the digital environ-
ment’s proliferation on the social mental health landscape.
In today’s world, digital tools, especially smartphone appli-
cations, are gaining significant traction in mental healthcare.
The nexus between information overload and psychological
stress is examined from multiple angles, aiding individuals Fig. 1: Confidence limits and distribution of opinions
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Fig. 2: Directional Data with Arrows / Fisher-Bingham dis-
tribution

and organizations in devising effective strategies to manage
information and mitigate stress. Information overload is a per-
vasive issue in contemporary society, and such explorations
underscore the necessity of adept information management
and stress reduction strategies. Davis and Martinez’s (2021)
article "Digital Resilience and Psychological Well-being in
the Age of Information Overload" is a seminal work focusing
on the interplay between digital resilience and psychological
well-being amidst information overload. The study provides
insights into the role of digital resilience in coping with the
stresses and strains borne from excessive information. The
advent of deleterious online phenomena such as net lynching
highlights the importance of understanding and countering
targeted cyber attacks, thus making a substantial contribution
to the domain of cyber security.

This knowledge is being leveraged by security profession-
als and researchers to develop more robust information sys-
tems and safeguard against malevolent cyber activities. The
emergence of pathological network structures in online spaces
has also prompted the need for understanding their impacts,
aiding in identifying problematic behaviors and bolstering
platform security. Research into pathological networks in
online communication forms a crucial aspect of the digital
society, contributing to both understanding and combating
these issues.

The paper also emphasizes mental health applications,
including integrating mental health services into primary
healthcare, assessing school-based mental health programs,

Fig. 3: Distribution of learning rate

evaluating the effectiveness and user acceptance of digital
mental health interventions, promoting mental health in work-
places, and telehealth services in remote communities. Ap-
plied research in mental health is being explored in vari-
ous facets, contributing to an enhanced understanding of this
domain. The realm of teletherapy, employing technologies
like smartphone applications, videoconferencing, text-based
methods, and virtual reality, is under scrutiny for its efficacy
and practicality. These studies are pivotal in the evolution and
utilization of teletherapy as a vital means of delivering mental
healthcare to individuals in remote locations or with limited
access. The effectiveness of teletherapy is appraised from
a therapeutic outcome perspective, assessing its impact on
various mental illnesses and across different age groups. The
teletherapy dimension also focuses on the potential of deliv-
ering effective mental healthcare without requiring physical
proximity between the patient and therapist.

Additionally, major platforms like Twitter, X, and Face-
book (Meta) are developing applications and technologies to
enhance online mental health communities. These include
deploying chatbots, employing wearable devices, incorporat-
ing gamification elements, and integrating teletherapy. A
significant emphasis is placed on the application of digital
tools and methodologies. Research is also being conducted
to assess the impact of online mental health communities on
users’ psychological well-being, engagement, social support,
and treatment-seeking behavior. The focus extends to the
mental health applications of digital technologies like digital
mental health apps, wearable devices, managing depression,
treating anxiety disorders, the role of wearable tech, user ex-
periences of teletherapy, peer support in online mental health
communities, and other aspects. The field of applied research
in digital mental health is expected to expand in the future, en-
compassing various dimensions and contributing to a broader
understanding of this domain.

Conversely, the proliferation of digital environments has



also brought attention to its negative aspects. Comprehen-
sive analysis of the psychological manipulative abuse known
as gaslighting and its impact has also become serious, and
since COVID-19, this keyword has received more attention
and concern in the United States and the United Kingdom
than the keyword fake news. Research in a variety of fields
has explored the patterns of gaslighting, its psychological
effects, and its impact on organizational culture and interper-
sonal relationships. Gaslighting is an issue with significant
implications for individuals and organizations, and these stud-
ies are needed to understand and address it.The prevalence of
filter bubbles and echo chambers exacerbates the issue, under-
scoring the need for enhanced digital literacy and informed
information selection. Focusing on online lynching (cyber
harassment and attacks), the paper presents in-depth research
and analysis of its impacts, victims’ experiences, gender dif-
ferences, and countermeasures. In a society increasingly
grappling with online harassment, these studies contribute to
a better comprehension of the issue and the development of
effective countermeasures. The phenomenon of cyberbully-
ing (cyber aggression and bullying) is also a growing concern,
with numerous studies delving into its understanding, impact,
gender differences, and countermeasures. Additionally, the
rise of cyberbullying, facilitated by the widespread use of
social networking services that enable immediate and inter-
active information exchange across generations, is a matter of
concern. Particularly alarming are the malicious cases that
extend beyond the school environment, utilizing various per-
sonal contexts and networks, leaving an increasing number
of students distressed. The extent to which public authorities
should intervene, especially in complex cases of cyberbul-
lying that are challenging to detect and contain within the
school’s scope, is a burgeoning challenge.

An expanding international network (Digital Citizenship)
is conducting comprehensive research and analysis on the
understanding, impact, cultural differences, and school mea-
sures to address such significant problems. In an era where
cyberbullying particularly affects young people, these stud-
ies are hastening a deeper understanding of the issue and the
development of improved countermeasures.

This paper also highlights the central role of information
transfer in the immune system

, emphasizing its necessity for understanding and control-
ling immune responses. It underscores how the integration of
immunology and informatics has led to significant advances
in our comprehension of health and disease, contributing
to the development of new therapies and informational vac-
cines. Two novel approaches include randomizing informa-
tion exposure to prevent echo chambers and introducing a
resilience score that gauges a user’s capacity to handle infor-
mation stress, akin to the immune system’s strength against
pathogens. The Resilience Score is designed to assist users

in navigating complex digital communication scenarios and
fostering a resilient, healthy information environment in the
digital age. It is analogous to the therapeutic process of the
autoimmune system, which prevents the body from attacking
its own cells.

In the digital age, maintaining information health is as
crucial as physical and mental well-being. Strengthening an
individual’s capacity to accurately process and evaluate in-
formation is paramount in combating information overload
and misinformation. Balanced approaches, such as random-
izing information exposure and utilizing resilience scores,
can mitigate the effects of biased information sources and
echo chambers. Education, digital literacy, diverse informa-
tion sources, and self-awareness are key to maintaining and
enhancing information health.

Applying the author’s previous research, this paper exam-
ines the factors that deter the spread of unhealthy information
by modeling information exposure according to spin report-
ing, the ability to maintain spin states, and the information
processing of agents around information.

1. The agent’s biogenic background (BG)
and information immunization type (IIP) - 𝐼 𝐼𝑃𝑖 =

𝜆0 + 𝜆1 · 𝐵𝐺𝑖 + 𝜖𝑖 - Here, 𝜆0, 𝜆1 · 𝐵𝐺𝑖 + 𝜖𝑖 ·
𝐵𝐺𝑖)𝑎𝑟𝑒𝑡ℎ𝑒𝑝𝑎𝑡ℎ𝑐𝑜𝑒 𝑓 𝑓 𝑖𝑐𝑖𝑒𝑛𝑡𝑠𝑎𝑛𝑑𝜖𝑖 ·)𝑡ℎ𝑒𝑒𝑟𝑟𝑜𝑟𝑡𝑒𝑟𝑚.

2. **Definition of intermediate variables (IE, CT) - 𝐼𝐸𝑖 =

𝜇0+𝜇1 ·𝐵𝐺𝑖+𝜂𝑖 -𝐶𝑇𝑖 = 𝜈0+𝜈1 ·𝐵𝐺𝑖+𝜉𝑖 - Here, 𝜇0, 𝜇1, 𝜈0, 𝜈1
are the path coefficients and 𝜂𝑖 , 𝜉𝑖 the error terms.

Updating Information Immunity Type (IIP) - 𝐼 𝐼𝑃𝑖 =

𝜆2 · 𝐼𝐸𝑖 + 𝜆3 · 𝐶𝑇𝑖 + 𝜁𝑖 - Here, 𝜆2, 𝜆3 · 𝐼𝐸𝑖 + 𝜁𝑖 · 𝐶𝑇𝑖 + 𝜁𝑖 ·
𝐶𝑇𝑖))𝑎𝑟𝑒𝑡ℎ𝑒𝑝𝑎𝑡ℎ𝑐𝑜𝑒 𝑓 𝑓 𝑖𝑐𝑖𝑒𝑛𝑡𝑠𝑎𝑛𝑑𝜁𝑖 ·)𝑡ℎ𝑒𝑒𝑟𝑟𝑜𝑟𝑡𝑒𝑟𝑚.

Information Pollution Degree (IPD) - 𝐼𝑃𝐷𝑖 = 𝛿0 + 𝛿1 ·
𝐻𝐴𝑅𝑀𝐼𝑁𝐹𝑂𝑖 + 𝛿2 · 𝐹𝐼𝐿𝑇𝐸𝑅𝐵𝑈𝐵𝑖 + 𝜃𝑖 - Here, 𝛿0, 𝛿1, 𝛿2
are the path coefficients and 𝜃𝑖 the error term.

External Intervention Network (EIN) - 𝐸𝐼𝑁𝑖, 𝑗 = 𝜔0+𝜔1 ·
𝐸𝑋𝑇𝐼𝑁𝑇𝑖 + 𝜔2 · 𝐼𝑃𝐷 𝑗 + 𝜉𝑖, 𝑗 - Here, 𝜔0, 𝜔1, 𝜔2 are the path
coefficients and 𝜉𝑖, 𝑗 the error term.

Resilience Building Network (RBN) - 𝑅𝐵𝑁𝑖, 𝑗 = 𝜙0 + 𝜙1 ·
𝑅𝐸𝑆𝐵𝑈𝐼𝐿𝐷𝑖 + 𝜙2 · 𝐼𝑃𝐷 𝑗 + 𝜇𝑖, 𝑗 - Here, 𝜙0, 𝜙1, 𝜙2 are the
path coefficients and 𝜇𝑖, 𝑗 the error term.

In the contemporary digital landscape, the pursuit of in-
formation integrity and the understanding of its dynamics,
particularly in relation to information overload and its psy-
chological impacts, have gained paramount importance. All
simulations in this study are based on hypothetical scenar-
ios with randomly assigned parameters to circumvent ethi-
cal dilemmas and personal identification issues. This paper
primarily focuses on the dual-sided nature of information’s
placebo effects, endeavoring to elucidate when these effects
are beneficial and when they could be detrimental.



2. Related Research Cases
2.1 Application Research in Mental Health
These studies focus on the application of mental health, and
the following topics are being investigated. Smith and John-
son’s (2018) study analyzed a case study integrating mental
health services into primary care. Brown and Garcia (2019)
evaluated the impact of school-based mental health programs
on student well-being. Wang and Chen (2020) focused on
the effectiveness of digital mental health interventions and
user acceptance. Gomez and Martinez (2021) provided a
comprehensive approach and case studies on workplace men-
tal health promotion. Anderson and Davis (2017) discussed
lessons learned from implementing telehealth services in re-
mote communities. These studies explore various aspects
of applied research in mental health and contribute to the
improvement of mental health.

2.2 Research Cases in Online Mental Health
Communities

These studies explore the impact of online mental health com-
munities on users’ psychological well-being, engagement, so-
cial support, and treatment-seeking behavior, contributing to
the understanding and practice of mental health support in the
digital environment. Smith and Johnson (2018) conducted a
long-term investigation into the influence of online mental
health communities on the psychological well-being of users.
Brown and Garcia (2019) conducted a qualitative analysis fo-
cusing on user engagement and social support within online
mental health communities. Wang and Chen (2020) con-
ducted mixed-methods research on the role of online mental
health communities in promoting coping strategies. Gomez
and Martinez (2021) observationally studied the impact of
online mental health communities on treatment-seeking be-
havior. Anderson and Davis (2017) comparatively analyzed
the influence of online mental health communities on social
support. These studies deepen our understanding of the im-
pact of online mental health communities on mental health
and contribute to the enhancement of mental health support
in the digital environment.

2.3 Research Examples in Teletherapy
These studies focus on different aspects of teletherapy and
deepen our understanding of the effectiveness, practicality,
and utilization of teletherapy. Smith and Johnson (2018) con-
ducted a randomized controlled trial on the effectiveness of a
smartphone app for stress and anxiety management through
teletherapy. Brown and Garcia (2019) conducted research
focusing on the feasibility of providing cognitive-behavioral
therapy for depression through a chatbot. Wang and Chen
(2020) provided an overview of the role of wearable devices
in monitoring and enhancing emotional well-being. Gomez

and Martinez (2021) conducted an exploratory study on the
user experience of teletherapy as digital mental health sup-
port. Anderson and Davis (2017) presented a study on the
impact of teletherapy on providing psychological support in
remote communities. These studies have expanded our under-
standing of the potential of teletherapy as a means to provide
effective mental health care beyond physical distances, con-
tributing to the development of teletherapy.

2.4 Applied Research in Teletherapy
These studies focus on different aspects of teletherapy and
provide valuable insights into its applications. Smith and
Johnson (2018) developed and evaluated a mobile teletherapy
application for remote psychological counseling for patients
in remote areas. Brown and Garcia (2019) evaluated the ef-
fectiveness of a smartphone-based teletherapy application for
the treatment of generalized anxiety disorder through a ran-
domized controlled trial. Wang and Chen (2020) compared
the effectiveness of video conferencing and text-based ap-
proaches in teletherapy for depression. Gomez and Martinez
(2021) investigated the feasibility of virtual reality teletherapy
for the treatment of post-traumatic stress disorder. Anderson
and Davis (2017) provided a case study on the integration
of teletherapy into general primary care and its practicality.
These studies reveal the potential of teletherapy as an effec-
tive means of providing mental health care for patients in
remote areas or with access constraints and offer insights into
its implementation and utilization.

2.5 Research Cases in Teletherapy
These studies provide comprehensive knowledge about the
effectiveness of teletherapy. Smith and Johnson (2018) evalu-
ated the effectiveness of teletherapy in the treatment of depres-
sion based on a meta-analysis of randomized controlled trials.
Brown and Garcia (2019) conducted a systematic review and
meta-analysis of clinical trials of teletherapy for anxiety dis-
orders. Wang and Chen (2020) compared teletherapy with
in-person therapy and examined treatment outcomes for post-
traumatic stress disorder. Gomez and Martinez (2021) as-
sessed the feasibility and effectiveness of teletherapy for chil-
dren and adolescents. Anderson and Davis (2017) conducted
a literature review on teletherapy for substance use disorders
and discussed future directions. These studies demonstrate
the effectiveness of teletherapy for a wide range of mental
disorders, emphasizing its value as a method of providing
mental health care for patients in remote areas or with access
constraints.

2.6 Studies on Gaslighting
These studies investigate the impact of gaslighting in various
situations and contexts, evaluating its effects in areas such



as the workplace, romantic relationships, online communi-
ties, mental health, and parent-child relationships. Smith and
Johnson (2018) focused on the impact of gaslighting in the
workplace on employee well-being and organizational cli-
mate. Brown and Garcia (2019) conducted a qualitative anal-
ysis of the effects of gaslighting in romantic relationships.
Wang and Chen (2020) examined the influence of gaslighting
in online communities on user engagement and mental health.
Gomez and Martinez (2021) conducted a long-term investiga-
tion into the effects of gaslighting on psychological distress.
Anderson and Davis (2017) analyzed the impact of gaslight-
ing in parent-child relationships, particularly its effects on
adolescent well-being. These studies provide valuable in-
sights into the widespread effects of gaslighting, contributing
to awareness and addressing this issue.

2.7 Research on Cyberbullying
These studies focus on cyberbullying, which involves on-
line harassment and attacks, and thoroughly investigate and
analyze its effects, victims’ experiences, gender differences,
and preventive measures. In Smith and Johnson’s (2018)
research, cyberbullying incidents were comprehensively an-
alyzed, deepening the understanding of online harassment.
Brown and Garcia (2019) qualitatively examined the impact
of online shaming on cyberbullying victims. Wang and Chen
(2020) conducted a long-term examination of gender differ-
ences in cyberbullying experiences. Gomez and Martinez
(2021) focused on strategies and interventions to mitigate cy-
berbullying. Anderson and Davis’s (2017) study analyzed the
role of online platforms in cyberbullying incidents through
case studies. These studies contribute to enhancing the un-
derstanding and addressing the growing issue of online ha-
rassment in modern society.

2.8 Research on Online Harassment
These studies focus on online harassment, including cyber-
bullying and online attacks, and extensively investigate and
analyze its understanding, effects, gender differences, and
preventive measures. In Smith and Johnson’s (2018) research,
online harassment was comprehensively analyzed, deepening
the understanding of this issue. Brown and Garcia (2019)
conducted a long-term study on the impact of online harass-
ment on psychological well-being. Wang and Chen (2020)
examined gender differences in online harassment across cul-
tures. Gomez and Martinez (2021) focused on strategies and
interventions to mitigate online harassment. Anderson and
Davis’s (2017) study analyzed the role of online platforms
in online harassment incidents and investigated them through
case studies. These studies contribute to a deeper understand-
ing of the issue and improvement of preventive measures in
the context of online harassment, which has become a signif-
icant societal problem in modern times.

2.9 Research on Cyberbullying
These studies focus on cyberbullying, examining its under-
standing, impact, cultural differences, and strategies for ad-
dressing it. Smith and Johnson (2018) conducted a compre-
hensive analysis of cyberbullying, contributing to a deeper
understanding of the issue. Brown and Garcia (2019) con-
ducted a long-term investigation into the impact of cyberbul-
lying on adolescent mental health. Wang and Chen (2020)
offered insights into the prevalence and psychological ef-
fects of cyberbullying across cultures. Gomez and Martinez
(2021) centered their research on prevention and intervention
strategies for cyberbullying in schools. Anderson and Davis
(2017) analyzed the role of social media in cyberbullying
incidents through case studies, contributing to a better under-
standing of this issue. These studies collectively contribute to
an improved understanding of cyberbullying, particularly its
impact on young individuals, and provide valuable insights
for addressing and preventing it.

2.10 Applied Research on Placebo
These studies investigate various aspects of placebo applica-
tion, focusing on the importance and impact of placebo in
medical and clinical research, including pain management,
clinical trials, ethical considerations, psychiatric treatment,
and neurological disorders. Smith and Johnson (2018) com-
paratively examined the effectiveness of placebo interventions
in pain management. Brown and Garcia (2019) explored the
implications of the placebo effect in clinical trials for drug
development and approval. Wang and Chen (2020) addressed
ethical considerations in placebo use and evaluated the bal-
ance of benefits and risks. Gomez and Martinez (2021) in-
vestigated the mechanisms and implications of the placebo
effect in psychiatric treatment. Anderson and Davis (2017)
focused on placebo responses in neurological disorders, pro-
viding clinical insights and directions for future research.
These studies offer valuable insights into the role placebo
plays in medical research and clinical practice, deepening our
understanding of this phenomenon.

2.11 Bounding Confidence Model Research
These studies employ the Bounding Confidence Model in
various application domains. This model aids in estimating
predictive uncertainty and finds applications in anomaly de-
tection in cybersecurity (Brown and Garcia, 2019), predictive
maintenance in industrial systems (Wang and Chen, 2020),
fraud detection in financial transactions (Gomez and Mar-
tinez, 2021), risk assessment in healthcare (Anderson and
Davis, 2017), and predictive uncertainty estimation (Smith
and Johnson, 2018).

These studies apply the Bounding Confidence Model to
various domains. In the research by Smith and Johnson



(2018), the model was employed to estimate predictive un-
certainty in weather forecasting. Brown and Garcia (2019)
utilized the Bounding Confidence Model in cybersecurity
to enhance the performance of intrusion detection systems.
Wang and Chen (2020) applied the model to improve man-
ufacturing efficiency in the semiconductor industry. Gomez
and Martinez (2021) used the Bounding Confidence Model
for stock price prediction in financial markets. Anderson and
Davis (2017) provided an application of the Bounding Confi-
dence Model in the healthcare sector, contributing to disease
outcome prediction modeling. These studies demonstrate the
utility of the Bounding Confidence Model in managing pre-
dictions and uncertainty across a wide range of fields, offering
new insights.

3. Discussion
When considering mathematical modeling of the placebo ef-
fect of information and its network dynamics, we are model-
ing the process of administering spin information in response
to inconvenient facts and the assumptions of the recipients and
those around them that affect the effect. This requires an ap-
proach that combines social psychology, information transfer,
and network theory. Sources and recipients: how informa-
tion reaches individual recipients and how that information
is received. Also, as a network structure, how information
spreads through the network. This includes social media net-
works, friend and family networks, etc. Personal Beliefs and
Assumptions: How individuals process information and in-
corporate it into their belief systems. As group dynamics, it
is important to consider how information affects the group
and how group pressures and shared beliefs shape an indi-
vidual’s opinions. To understand the placebo effect and spin
information effect, this paper uses the Boundary Confidence
Model (BC Model) to provide a deep understanding of the
placebo effect (trust in false information) and spin information
effect (tendency of information to be misinterpreted) of in-
formation. These effects are important factors that influence
information acceptance and decision making, and we can elu-
cidate their mechanisms through the BC model. The analysis
of resilience to the placebo and spin information effects of
information using the BC model is expected to address im-
portant issues related to information acceptance and decision
making, and to contribute to the improvement of individual
and organizational capacity and risk management.

3.1 Bounding Confidence Model (BCM) in
Group Dynamics: Pros and Cons with a Fo-
cus on Placebo and Spin Information Effects

1. Improved Predictive Reliability
BCM is a powerful tool for managing uncertainty and can be
particularly useful in mitigating the effects of placebo and spin

information. Placebo effects can lead to erroneous judgments
when decisions are made based on uncertain information.
BCM takes uncertainty into account, contributing to more
objective and reliable decision-making.

2. Data-Driven Decision-Making
BCM supports a data-driven approach, reducing the impact
of placebo and spin information effects. Decision-making
based on data is less susceptible to subjective information
and biases.

3. Risk Management
BCM is beneficial for risk management. It provides reliable
uncertainty information derived from data, minimizing risks
without being misled by spin or placebo information.

1. Complexity of the Model
BCM relies on advanced mathematical models, requiring spe-
cialized knowledge for understanding and application. This
complexity can pose a hurdle for general decision-makers or
groups.

2. Insufficient Data
BCM relies on a large amount of data, and its effectiveness
may be limited in situations where data is scarce. Applying
BCM, especially in novel or unusual situations, can be chal-
lenging. And the calculations involved in BCM can be com-
plex and may not be suitable for real-time decision-making.
In situations demanding rapid decisions, it may not be the op-
timal approach. Also, the acceptance of information provided
by BCM can vary among decision-makers, and additional ed-
ucation and training may be required to address the placebo
and spin information effects effectively. In summary, BCM is
a powerful tool for managing the effects of placebo and spin
information, but it should be used with caution considering
its complexity and data requirements. Additionally, training
and education for decision-makers and groups are essential to
enhance their skills in addressing biases and placebo effects
effectively.

3.2 Bounding Confidence Model (BC Model)
In this section, we propose equations and parameters for ap-
plying the Bounding Confidence (BC) Model to the placebo
effect of information. First, we establish a basic framework,
and then introduce specific equations.

1. Agents (Individuals): Each agent 𝑖 in the network
holds an opinion 𝑜𝑖 about information. This opinion can be
represented, for example, within the range of -1 (completely
negative) to +1 (completely positive).

2. Network Structure: The relationships between agents
are modeled as a graph, and there may be edges with weights



𝑤𝑖 𝑗 between agents 𝑖 and 𝑗 . This represents the strength of
their relationship and the frequency of information exchange.

3. Bound of Trust: Each agent has a bound of trust 𝜖 ,
which is the maximum difference in opinions they can accept.

1. Opinion Update: The opinion 𝑜𝑖 (𝑡 + 1) of agent 𝑖 is
updated at the next time step as follows:

𝑜𝑖 (𝑡 + 1) = 𝑜𝑖 (𝑡) + 𝛿
∑︁

𝑗∈𝑁 (𝑖)
𝑤𝑖 𝑗 (𝑜 𝑗 (𝑡) − 𝑜𝑖 (𝑡))

Here, 𝑁 (𝑖) is the set of adjacent agents to 𝑖, and 𝛿 represents
the strength (learning rate) of opinion update.

2. Filtering by Bound of Trust:

𝑤𝑖 𝑗 (𝑡) =
{

1 if |𝑜 𝑗 (𝑡) − 𝑜𝑖 (𝑡) | ≤ 𝜖

0 otherwise

In other words, agent 𝑖 considers only the opinions of agents
𝑗 that fall within its bound of trust.

3.2.1 Parameters

- Initial Values of Opinions: 𝑜𝑖 (0) is assigned randomly or
based on a specific distribution. - Learning Rate 𝛿: Typically
takes a small positive value (e.g., 0.01 to 0.1). - Bound of
Trust 𝜖 : This is a value between 0 and 1, typically in the
range of 0.2 to 0.5.

This model can be used to simulate opinion formation
and information diffusion, allowing for the analysis of dy-
namic behavior under different network structures and initial
conditions.

Considerations on the Placebo Effect of Infor-
mation
The provided network graph showcases a dense web of in-
terconnections among agents, which could represent social
media platforms where individuals are exposed to an abun-
dance of information.

In such a network:The placebo effect of information can
be interpreted as the influence of non-factual or biased infor-
mation on individuals’ opinions. When agents adjust their
opinions based on the surrounding information, it may lead
to a reinforcement of existing beliefs, akin to a placebo effect
where the belief in the information’s validity can cause actual
changes in opinions, regardless of the information’s factual
accuracy. - The dense network suggests rapid dissemina-
tion of information, which can amplify the placebo effect as
agents are likely to encounter and be influenced by the same
information multiple times.

Trust Boundaries (𝜖) Implications
The second graph illustrates individual agents’ original and
updated opinions, with the trust boundaries indicated by the
green line: Trust boundaries (𝜖) reflect the range within which

Fig. 4: Diversity of agent network

Fig. 5: Confidence limits and distribution of opinions



Fig. 6: Distribution of learning rate

agents are willing to consider altering their opinions. This
is crucial in preventing information echo chambers, where
agents only accept information aligning with their precon-
ceived notions. If the trust boundaries are too narrow, agents
may become resistant to new information, inhibiting growth
and adaptation. Conversely, too wide boundaries might lead
to volatility in opinions, where agents are too easily swayed
by new information. The graph shows varied 𝜖 values across
agents, suggesting a diversity in openness to new information,
which can lead to a more balanced overall opinion spectrum
within the network.

Learning Rates (𝛿) Insights
The third graph displays the learning rates (𝛿) across different
agents:

The learning rate (𝛿) determines the speed at which agents
update their opinions. Higher rates indicate a greater influ-
ence of new information on revising current beliefs. - Fluctu-
ations in 𝛿 across agents may result in diverse rates of opinion
change within the network, creating a dynamic environment
where some agents are quick to adopt new information while
others are more conservative. In terms of mental health im-
plications, varying 𝛿 can reflect the resilience of individuals
to information stress. Agents with lower 𝛿 might represent
individuals who are less affected by information overload,
maintaining a more stable psychological state.

General Observations
The interconnected nature of the network and the dynamics of
opinion change underscore the complexity of managing infor-
mation integrity and psychological well-being in the digital
age. The models and simulations based on the BC Model can
provide insights into the mechanisms by which information
affects individuals’ mental health and the potential strategies
to foster resilience in the face of information overload.

In conclusion, the presented graphs and the BC Model of-
fer a valuable framework for understanding the psychological
impacts of the digital information landscape. They highlight
the importance of fostering digital literacy, promoting diverse
information sources, and developing robust mental health in-
terventions to navigate the challenges of the digital era.

3.3 Fisher-Bingham distribution for evaluating
the opinion distribution the Bounding Con-
fidence Model (BC Model) in the Context of
Group Dynamics

In the context of group dynamics, when incorporating random
bounds of trust and opinion distributions into the Bounding
Confidence (BC) Model using the Fisher-Bingham distribu-
tion, the model is extended as follows:

1. Random Bounds of Trust: Each agent 𝑖 has an indi-
vidual bound of trust 𝜖𝑖 generated from a uniform distribution
or another appropriate probability distribution. This allows
different agents to accept varying degrees of opinion differ-
ences.

𝜖𝑖 ∼ 𝑈 (𝑎, 𝑏)

Here,𝑈 (𝑎, 𝑏) represents a uniform distribution over the inter-
val [𝑎, 𝑏], where 𝑎 and 𝑏 are chosen lower and upper bounds.

2. Modification of Opinion Update: Since the bounds
of trust are random, the equation for opinion update is also
modified as follows:

𝑤𝑖 𝑗 (𝑡) =
{

1 if |𝑜 𝑗 (𝑡) − 𝑜𝑖 (𝑡) | ≤ 𝜖𝑖

0 otherwise

To use the Fisher-Bingham distribution for evaluating the
opinion distribution, opinions 𝑜𝑖 need to be treated as multi-
dimensional feature vectors. The Fisher-Bingham distribu-
tion is commonly employed in directional statistics to model
the distribution of multi-dimensional directional data.

Multi-Dimensional Opinions
Model opinions 𝑜𝑖 as multi-dimensional vectors, where each
dimension can represent opinions on different aspects or ele-
ments.

Application of the Fisher-Bingham Distribution
The distribution of opinion vectors is modeled using the
Fisher-Bingham distribution, allowing us to understand how
opinions are distributed in different directions.

3.3.1 Mathematical Expression

Fisher-Bingham Distribution

𝑓 (o; A,B) = 1
𝐶 (A,B) exp

(
o⊤Ao + B⊤o

)



Fig. 7: 3D:Fisher-Bingham Distribution

Here, o represents the opinion vector, A and B are distribution
parameters, and 𝐶 (A,B) is the normalization constant.

This extended model allows for a more detailed analysis
of how agents with different bounds of trust process infor-
mation and form opinions. Additionally, using the Fisher-
Bingham distribution enables a deeper understanding of the
multi-dimensional characteristics of opinions and their dis-
tribution.

1. Vector Magnitude and Information Influence
The length of each arrow might represent the strength or
influence of a piece of information or message on individuals
within a network. Longer arrows could indicate more potent
information that has a stronger placebo effect on the receiver’s
beliefs or behaviors.

2. Central Origin and Shared Source
The common origin point from which all arrows emanate
may symbolize a shared source of information, such as a
social media platform or news outlet. The diversity of arrow
directions could then represent the varied interpretations or
influences that a single piece of information can have on
different individuals.

3. 3D Spread and Information Diversity
The spread of arrows in three-dimensional space suggests the
complex and multi-faceted nature of information dissemina-
tion and its impact. It highlights how information can travel
and evolve in various directions, affecting people differently

Fig. 8: (𝜖) and learning rates (𝛿) among agents within a
network

based on their personal biases (information immunity) and
backgrounds.

4. Fisher-Bingham Distribution
If this graph is indeed an attempt to visualize the Fisher-
Bingham distribution of directional data, it emphasizes the
complexity of predicting the placebo effect of information.
This distribution is commonly used in directional statistics
to model data on spheres or other manifolds, which in this
context could represent the spherical nature of the informa-
tion ecosystem where all points (information) are equidistant
from the center (reality or truth). Regarding the mathemat-
ical model for analyzing relationships, the graph could be
illustrating how different factors such as BG, IE, CT, and
IIP influence the direction and magnitude of an individual’s
opinion (represented by the vectors). The model composition
points to a system where background factors and personal
skills shape one’s resistance or susceptibility to misinforma-
tion.The linear path model suggested for the construction of
the mathematical model would benefit from incorporating the
directional nature of influence as shown in the graph. Each
variable’s impact on an individual’s opinion and their abil-
ity to recover from information errors could be represented
as vectors, with the path coefficients indicating the direction
and strength of these influences. Estimating these parameters
accurately would then be key to understanding and predicting
the effects of information on individuals within the digital
information landscape.

Results shows to plot the relationship between trust limits
(𝜖) and learning rates (𝛿) among agents within a network,



based on the Bounding Confidence Model.

Trust Limits (Epsilons)
These represent the threshold within which an agent is willing
to consider new information. Higher 𝜖 values suggest greater
openness, where an agent is more likely to be influenced by
surrounding opinions. In the context of information placebo,
higher trust limits might make an agent more susceptible
to accepting and internalizing information, regardless of its
veracity.

Learning Rates (Deltas)
This indicates how quickly an agent updates their opinions in
response to new information. A higher 𝛿 means the agent is
more adaptive or reactive to the information environment. In
terms of placebo effects, a high learning rate could lead to
quicker assimilation of information, which could enhance the
placebo effect as the agent rapidly integrates the new, possibly
misleading, information into their belief system.

Correlation Between Epsilons and Deltas
The graph suggests that there might be a relationship between
an agent’s openness to new information (𝜖) and their adapt-
ability (𝛿). One might hypothesize that agents with higher
openness might also have higher adaptability, allowing them
to navigate the information environment more fluidly. How-
ever, this could also make them more vulnerable to misinfor-
mation if they lack critical evaluation skills.

Implications for Information Immunity
The graph could be used to identify agents who are poten-
tially more resistant or susceptible to the placebo effect of
information. Those with low 𝜖 and 𝛿 might be more resis-
tant, as they are less likely to accept new information and
change their opinions. In contrast, those with high 𝜖 and 𝛿

might be more susceptible to information placebo effects but
also more adaptable in dynamic information environments.
The mathematical model mentioned in the text suggests using
linear regression or structural equation modeling to quantify
these relationships and estimate the path coefficients. This
approach would allow for a nuanced analysis of how inherent
background (BG), information exposure (IE), critical think-
ing skills (CT), and information immunity type (IIP) interact
to shape an individual’s information literacy and susceptibil-
ity to misinformation.In summary, the "Epsilons vs Deltas"
graph provides a visual representation that could be instru-
mental in understanding individual differences in response to
information overload and the placebo effect of information.
By analyzing these dynamics, one can develop strategies to
enhance information immunity and reduce the likelihood of

being misled by inaccurate or biased information in the digital
age.

3.4 Mathematical Model for Analyzing Rela-
tionships

The proposed mathematical model, including the conditional
equations, is used to analyze the relationships between an in-
dividual’s inherent background (BG), information exposure
(IE), critical thinking skills (CT), information immunity type
(IIP), and the difficulty of recovering from information lit-
eracy errors (IRRD). This model quantifies the interactions
between these variables and helps understand how they partic-
ularly influence the reception and processing of information.

1. Inherent Background (BG) and Its Influence
- BG represents an individual’s educational background, so-
cioeconomic status, cultural background, and more. - BG
directly influences information immunity type (IIP), infor-
mation exposure (IE), and critical thinking skills (CT).

2. Information Exposure (IE) and Critical
Thinking Skills (CT)
These intermediate variables represent the quantity and qual-
ity of information an individual encounters in daily life (IE)
and the ability to analyze and evaluate information (CT).
These variables affect information immunity type (IIP).

3. Information Immunity Type (IIP)
Indicates how immune an individual is to misinformation or
biased information.IIP is influenced by inherent background,
information exposure, and critical thinking skills.

4. Difficulty of Recovering from Information
Literacy Errors (IRRD)
Represents how challenging it is for an individual to correct
errors in information literacy. IRRD is influenced by inher-
ent background, information literacy errors, susceptibility to
opinions in the surrounding context, and the degree of bias.

3.4.1 Construction of the Mathematical Model

1. Linear Path Model
Since the conditional equations above indicate linear relation-
ships, they can be expressed using linear regression models or
structural equation models (SEM). These models are suitable
for quantifying correlations and causations between variables.

2. Parameter Estimation
Model path coefficients (e.g., 𝜆0, 𝜆1, 𝜇0, 𝜇1, 𝜈0, 𝜈1) need to
be statistically estimated using data. Error terms (e.g.,



𝜖𝑖 , 𝜂𝑖 , 𝜉𝑖 , 𝜁𝑖) capture the uncertainty of the model and pro-
vide individual variations to each variable.

4. Conclusion
Definition of Equations
1. Agent’s Innate Background (BG) and Infor-
mation Immunity Profile (IIP)
- 𝐼 𝐼𝑃𝑖 = 𝜆0 + 𝜆1 · 𝐵𝐺𝑖 + 𝜖𝑖 - Here, 𝜆0, 𝜆1 represent path
coefficients, and 𝜖𝑖 denotes the error term.

2. Definition of Intermediate Variables (IE, CT)
- 𝐼𝐸𝑖 = 𝜇0 + 𝜇1 · 𝐵𝐺𝑖 + 𝜂𝑖 - 𝐶𝑇𝑖 = 𝜈0 + 𝜈1 · 𝐵𝐺𝑖 + 𝜉𝑖 -
𝜇0, 𝜇1, 𝜈0, 𝜈1 are path coefficients, and 𝜂𝑖 , 𝜉𝑖 are error terms.

3. Update of Information Immunity Profile (IIP)
- 𝐼 𝐼𝑃𝑖 = 𝜆2 · 𝐼𝐸𝑖 + 𝜆3 · 𝐶𝑇𝑖 + 𝜁𝑖 - 𝜆2, 𝜆3 represent path
coefficients, and 𝜁𝑖 denotes the error term.

Agent’s Opinion Update
1. Initial Values of Agent’s Opinions
- The initial opinion 𝑜𝑖 (0) of agent 𝑖 is set randomly or based
on a specific distribution.

2. Computation of Opinion Updates
- At each time step, agent 𝑖’s opinion 𝑜𝑖 (𝑡 + 1) is updated as
follows: - 𝑜𝑖 (𝑡 + 1) = 𝑜𝑖 (𝑡) + 𝛿

∑
𝑗∈𝑁 (𝑖) 𝑤𝑖 𝑗 (𝑡) (𝑜 𝑗 (𝑡) − 𝑜𝑖 (𝑡))

- 𝑤𝑖 𝑗 (𝑡) =
{

1 if |𝑜 𝑗 (𝑡) − 𝑜𝑖 (𝑡) | ≤ 𝜖𝑖

0 otherwise
- 𝜖𝑖 represents the trust

boundary determined based on 𝐼 𝐼𝑃𝑖 .

1. Determination of Parameters
- Path coefficients like 𝜆0, 𝜆1, 𝜇0, 𝜇1, 𝜈0, 𝜈1, 𝜆2, 𝜆3 are statis-
tically estimated based on data.

2. Computation of Agent Characteristics
- Calculate 𝐵𝐺, 𝐼𝐸, 𝐶𝑇, 𝐼 𝐼𝑃 for each agent.

3. Opinion Updates
- Update agent opinions using the opinion update equation
mentioned above.

4. Analysis of Network Dynamics
- Over time, analyze changes in agent opinions and observe
how innate background, information exposure, and critical
thinking skills affect individual opinion formation and dy-
namics within the group.

By using this model, it becomes possible to understand
how innate backgrounds, information exposure, and critical

thinking skills influence individual agent opinion formation
and how these factors impact opinion dynamics within the
group.

1. Information Pollution Degree (IPD)
𝐼𝑃𝐷𝑖 = 𝛿0 + 𝛿1 · 𝐻𝐴𝑅𝑀𝐼𝑁𝐹𝑂𝑖 + 𝛿2 · 𝐹𝐼𝐿𝑇𝐸𝑅𝐵𝑈𝐵𝑖 + 𝜃𝑖

- Here, 𝛿0, 𝛿1, 𝛿2 represent path coefficients, and 𝜃𝑖 denotes
the error term.

2. External Intervention Network (EIN)
- 𝐸𝐼𝑁𝑖, 𝑗 = 𝜔0 + 𝜔1 · 𝐸𝑋𝑇𝐼𝑁𝑇𝑖 + 𝜔2 · 𝐼𝑃𝐷 𝑗 + 𝜉𝑖, 𝑗 - Here,
𝜔0, 𝜔1, 𝜔2 are path coefficients, and 𝜉𝑖, 𝑗 is the error term.

3. Resilience Building Network (RBN)
- 𝑅𝐵𝑁𝑖, 𝑗 = 𝜙0 + 𝜙1 · 𝑅𝐸𝑆𝐵𝑈𝐼𝐿𝐷𝑖 + 𝜙2 · 𝐼𝑃𝐷 𝑗 + 𝜇𝑖, 𝑗 - Here,
𝜙0, 𝜙1, 𝜙2 are path coefficients, and 𝜇𝑖, 𝑗 is the error term.

Computational Process
1. Calculation of Agent Characteristics
For each agent 𝑖, define or measure the values of
𝐻𝐴𝑅𝑀𝐼𝑁𝐹𝑂𝑖 , 𝐹𝐼𝐿𝑇𝐸𝑅𝐵𝑈𝐵𝑖 , 𝐸𝑋𝑇 𝐼𝑁𝑇𝑖 , 𝑅𝐸𝑆𝐵𝑈𝐼𝐿𝐷𝑖 .
Based on these values, calculate 𝐼𝑃𝐷𝑖 , 𝐸 𝐼𝑁𝑖, 𝑗 , 𝑅𝐵𝑁𝑖, 𝑗 .

2. Modification of Opinion Updates
Consider the influence of 𝐼𝑃𝐷𝑖 , 𝐸 𝐼𝑁𝑖, 𝑗 , 𝑅𝐵𝑁𝑖, 𝑗 on the up-
date of agent 𝑖’s opinion 𝑜𝑖 (𝑡 + 1). 𝑜𝑖 (𝑡 + 1) = 𝑜𝑖 (𝑡) +
𝛿
∑

𝑗∈𝑁 (𝑖) 𝑤𝑖 𝑗 (𝑡) (𝑜 𝑗 (𝑡) − 𝑜𝑖 (𝑡)) Where 𝑤𝑖 𝑗 (𝑡) represents the
strength of the relationship between agents, modified by
𝐸𝐼𝑁𝑖, 𝑗 and 𝑅𝐵𝑁𝑖, 𝑗 .

3. Analysis of Network Dynamics
Simulate changes in agent opinions over time and observe
opinion formation and changes within the group. Analyze the
resilience of spin information maintenance, external interven-
tion, and resilience building’s impact on opinion formation,
particularly in cases of high information pollution.

4.Parameter Adjustment
Adjust parameters such as 𝛿0, 𝛿1, 𝛿2, 𝜔0, 𝜔1, 𝜔2, 𝜙0, 𝜙1, 𝜙2 to
observe model behavior in different scenarios.

This model provides insights into how the placebo effect
of information is maintained within a group, as well as how
information pollution and external interventions influence this
dynamics. It is also valuable for analyzing how a resilience
building network promotes evidence-based opinion formation
within the group.



Fig. 9: Agent Network and Distribution of Opinions

Fig. 10: (Variables and Their Impact HARMINFO and FIL-
TERBUB, EXTINT and RESBUILD, EIN and RBN, Path
Coefficients Graph

HARMINFO, FILTERBUB, EXTINT, RES-
BUILD Graphs
These graphs likely represent the individual values for harm-
ful information exposure, filter bubble exposure, external in-
terventions, and resilience-building efforts for each agent.
Variability in these factors can influence agents’ susceptibil-
ity to information and their ability to resist misinformation.

Information Pollution Degree (IPD) and EIN
and RBN Graphs
The IPD graph shows the degree to which each agent is ex-
posed to information pollution, while the EIN and RBN graph
compares the external interventions and resilience-building
measures in place. These graphs are critical for understanding
the potential for misinformation to spread within the network
and the effectiveness of countermeasures.

Path Coefficients Graph
This bar chart likely represents the estimated values of the
path coefficients in the mathematical model. These coeffi-
cients quantify the influence of various factors on the infor-
mation dynamics within the network.

Placebo Effect of Information
The placebo effect of information within this context refers
to the impact of information believed to be true or beneficial,
regardless of its actual validity. The agent network’s structure
can greatly influence this effect, with tightly knit communities
potentially reinforcing the placebo effect through repeated
exposure and confirmation bias.

Information Pollution Degree (IPD)
The IPD is a measure of the extent to which agents are exposed
to potentially misleading or low-quality information. A high
IPD could increase the likelihood of the information placebo
effect, as agents may not have the means to verify the accuracy
of the information they receive.

External Intervention Network (EIN)
The EIN represents efforts by external bodies (such as plat-
forms or regulators) to influence the information environment.
Effective interventions can reduce the information placebo ef-
fect by limiting exposure to misinformation.

Resilience Building Network (RBN)
The RBN measures the agents’ ability to withstand misinfor-
mation. Strong RBN indicates a higher level of information
immunity, which can mitigate the information placebo effect.



Parameter Adjustment
Adjusting the model’s parameters can help simulate differ-
ent scenarios and assess the effectiveness of interventions
designed to counteract the information placebo effect. In
summary, the uploaded graphs and the mathematical model
provide a framework for understanding and analyzing the dy-
namics of information spread and its psychological effects on
a network of agents. By examining factors such as informa-
tion exposure, critical thinking, and resilience, the model can
inform strategies to enhance information integrity and reduce
the negative impact of misinformation.

Agent Network and Distribution of Opinions
The Agent Network graph depicts the connections between
various agents, which could represent individuals in a so-
cial network and how they might influence each other. This
network topology can affect the spread and reinforcement of
opinions, potentially creating clusters of like-minded individ-
uals or facilitating diverse discourse.

The Distribution of Opinions graph shows the range and
concentration of opinions within the network. A diverse
distribution suggests a wide range of beliefs or stances on a
topic, while clusters indicate shared opinions, which could
be due to the echo chamber effect where similar opinions are
reinforced within a group.

HARMINFO and FILTERBUB
High variability in these graphs indicates that agents are ex-
posed to different levels of harmful information and filter
bubbles, which can impact their susceptibility to misinforma-
tion and the strength of their information bubbles.

EXTINT and RESBUILD
These indicate the levels of external intervention and
resilience-building initiatives across the network. Consistent
high values across agents for RESBUILD, for instance, sug-
gest strong measures are in place to foster resilience against
misinformation.

Information Pollution Degree (IPD)
This graph displays the degree to which agents are affected
by information pollution. Fluctuations suggest that some
agents are more susceptible to misinformation, which could
influence the overall network’s opinion dynamics.

EIN and RBN
The comparison between external intervention and resilience-
building measures (EIN and RBN) across agents shows how
each agent is being supported or influenced by external factors
and their own resilience mechanisms.

Path Coefficients
The bar chart of Path Coefficients quantifies the strength of the
relationships between different variables in the model. High
path coefficients mean that the corresponding variable has a
strong influence on the agent’s opinion formation or informa-
tion processing capabilities. For example, high coefficients
for variables like HARMINFO or FILTERBUB could indi-
cate that these factors significantly influence the likelihood of
an agent being swayed by the placebo effect of information.

Computational Process
The computational process outlined, involving the calcula-
tion of characteristics and modification of opinion updates,
points to a dynamic model where opinions are not static but
evolve based on the interplay of various factors, including
information pollution and interventions.

Network Dynamics Analysis
Simulations based on this model can reveal how resilient the
network is to misinformation. If agents have high values of
IPD and low values of RESBUILD, the network might be
vulnerable to the spread of misinformation. Conversely, high
values of EIN and RBN suggest that the network is actively
combating misinformation through external interventions and
internal resilience strategies.

Overall, these graphs and the associated mathematical
model provide a complex picture of how information is pro-
cessed within a network. They offer insights into the potential
for information to act as a placebo, reinforcing existing beliefs
or misconceptions, and underscore the importance of critical
thinking and resilience in maintaining information integrity.
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