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Abstract -In recent years, the use of IoT systems in society 

has been progressing. As an example of the Society 5.0 that 

Japan is aiming for, it has been shown that information from 

sensors in physical space will be accumulated (big data) 

through IoT, analyzed by artificial intelligence (AI), and 

feedback to physical space to provide high-value-added 

information, suggestions, and control of devices. On the 

other hand, if cyber attacks on IoT systems cause service 

outages, unauthorized operations, or other problems, it could 

have a serious impact on our daily lives and economic and 

social activities. Therefore, in this paper, we especially 

consider security in IoT actuators that exert physical action 

as feedback from cyberspace to physical space.  As a result 

of the study, we also present the Zero Trust IoT Security 

Framework, which applies the Zero Trust architecture to IoT 

actuators. 
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1 INTRODUCTION 

In recent years, the use of IoT systems in society has been 

progressing. Society 5.0, which Japan is aiming for, is 

defined as "a human-centered society that achieves both 

economic development and solutions to social issues 

through a system that highly integrates cyberspace and 

physical space (the real world). As an example, information 

is collected from sensors in the physical space through IoT 

(big data), analyzed by artificial intelligence (AI), and fed 

back to the physical space with high-value-added 

information, proposals, and control of devices. On the other 

hand, if cyber attacks on IoT systems cause service outages, 

unauthorized operations, or other problems, our daily lives 

and economic and social activities may be seriously affected 

[1][2]. 

In this paper, we discuss, in particular, the results of our 

consideration of security in IoT actuators that exert physical 

action as feedback from cyberspace to physical space [3] 

[4][5][6][7]. Future directions for security measures in IoT 

actuators will also be presented. 

2 ABOUT IOT ACTUATORS 

The total number of IoT devices worldwide is expected to 

reach approximately 35 billion by 2022. In terms of sectors, 

"medical," "industrial," "consumer," and "automotive and 

aerospace" are expected to show high growth, replacing 

"telecommunications," which has been increasing [8]. 

The following features of this IoT device have a different 

impact on cybersecurity and privacy risks than traditional IT 

devices [4]. 

 

A) Transducer function 

It interacts with the physical world and acts as an edge 

between the digital and physical environments. All IoT 

devices have at least one of two types of transducer 

functions. 

 

Sensing function 

Ability to measure and provide data on the physical world  

Examples: temperature, optical sensing, audio sensing, 

radar 

 

Actuator functions 

Ability to create change in the physical world 

Examples: heating coils, speakers, electronic door locks, 

drone operations, servo motors, robot arms 

 

B) Interface Functions 

Enable device-to-device interactions (device-to-device, 

device-to-human, etc.). 

 

Application interface 

Application programming interface, etc. 

 

Human user interface 

Functions for direct communication between IoT 

devices and humans 

Examples: Touch screen, microphone, camera, speaker 

 

Network interface 

Ability of IoT devices to use communication networks 

Example: Ethernet, Wi-Fi, LTE, ZigBee, etc. 

 

C) Support Functions 

The ability to support other IoT functions. 

Examples: device management, cyber security features, 

privacy features 

 

In this paper, A) IoT devices with actuator functions as 

transducer functions will be referred to as "IoT actuators".  

IoT actuators are capable of influencing the physical world, 

which may lead to cyber attacks that may threaten human 

safety and life, damage and destroy equipment and facilities, 

and cause major disruptions such as the shutdown of critical 

services like social infrastructure. In Smart Cities for 

Society 5.0, a large number of IoT actuators will be 

deployed and utilized, and it is important to ensure their 

security. 

3 SCOPE OF THE STUDY 

 



Since IoT systems are a fusion of IT and OT [4], 

cybersecurity issues related to IT are encompassed by issues 

in IoT systems. An example is shown below. 

 

・ Implement countermeasures for known 

vulnerabilities 

・ Consideration of countermeasures based on threat 

analysis and risk assessment 

・ Avoidance and detection of bugs and lack of 

functionality during implementation 

・ Communication security  

(FW, IPS/IDS, encryption, etc.) 

・ Implementing authentication and access control 

・ Protect and update credentials and trust anchors 

・ Logging and analysis 

 

The research on securing IT systems that has been 

conducted over the years has accumulated results and can be 

utilized in IoT systems, and thus is excluded from 

consideration in this paper, except for "authentication and 

access control," which is discussed below [4]. In cases 

where utilization is difficult due to limitations of individual 

IoT devices (e.g., computing resources), it is necessary to 

conduct a separate study. On the other hand, this paper will 

focus on the following items [4], which are listed as 

characteristics of IoT systems. 

 

a) The scope and impact of the threat can be very broad 

and large. 

b) The demand for IoT systems, especially in operation 

and maintenance, is more than 10 years. 

c) Monitoring and managing IoT devices can be very 

difficult. There may be unmanaged IoT devices. 

d) IoT devices may have difficulty being fully aware of 

each other's environment 

e) IoT devices have limited functionality and 

performance. 

f) Potential connection of IoT systems not envisioned 

by the developer 

 

These characteristics raise the following concerns: b) 

vulnerabilities discovered after the IoT device is shipped 

may affect the response to vulnerabilities; c) vulnerabilities 

may be left unpatched and un-updated; e) patching may be 

difficult due to IoT device resources; f) the IoT device may 

be vulnerable to security risks; and g) the IoT device may be 

vulnerable to security risks. e), there may be situations 

where it is difficult to apply patches to IoT devices due to 

resource constraints. With regard to the provision of these 

patches and updates, the following points have been raised 

from an economic point of view [9]. 

 

・ Currently, device vendors and manufacturers have 

little financial incentive to ensure continuous 

upgrading of patches for IoT 

・ Maintenance of IoT devices can reduce revenues 

because company revenues come from device sales, 

not maintenance 

・ Vendors are not legally responsible for the ongoing 

maintenance of the device after the initial sale  

(Japan's Ministry of Land, Infrastructure, Transport 

and Tourism ensures safety through its vehicle 

inspection system [10].) 

・ Vendors tend to pursue planned obsolescence of 

devices to maximize profits through continued sales 

rather than maintaining existing devices 

・ Bankruptcy or dissolution of the company or 

organization that managed the IoT device 

 

The risks associated with these conditions, characteristics, 

and point out need to be considered for IoT systems, 

including IoT actuators. 

4 DIRECTION OF SECURITY MEASURES 

IN IOT ACTUATORS 

4.1 Output Access Control to Physical Space 

IoT systems are diverse, and it has been noted that even 

when the IoT devices used and system configurations are 

similar, the security measures required differ depending on 

the purpose and application of the IoT system [11]. Prior 

research on security countermeasures for output to physical 

space has focused on threats to loudspeakers, which are 

considered one of the IoT actuators. In that research, as a 

countermeasure against analog signal threats to sensors, the 

Cyber-Physical Firewall (CPFW) framework, which detects 

and regulates the analog signal output of the CPS using a 

mechanism similar to a firewall, has been proposed [12]. It 

has been shown that CPFW is effective as a countermeasure 

against threats posed by sound signals by controlling output 

access to the digital signal output of the controller with 

CPFW, and outputting only secure digital signal output from 

the output interface after digital-to-analog conversion. For 

sound signals, the report also cites the wide variety of 

threats presented among analog signals and formulates 

access control policies for known attacks as a case study 

evaluation. 

On the other hand, the report states that, unlike 

loudspeakers, the case of motors and other devices that 

cause changes in the environment due to motion is 

considered a future issue, and furthermore, secondary effects 

resulting from actuators require a mechanical engineering 

approach. 

With reference to the above, it is considered effective for 

security measures in IoT actuators to introduce policy-based 

access control mechanisms in the course of signal 

transmission between the controller and the output interface. 

If the policy formulation is to be specific to individual 

threats, consideration should be given to increasing the 

number of policies and ensuring real-time performance. 

In addition, the relationship between the information 

(ATTRIBUTE) that can be extracted from the analog signal 

and the threat signal is considered to differ depending on the 

type of actuator signal other than the sound signal, and this 

relationship needs to be clarified. 

Furthermore, even if access control of output interfaces 

could regulate threat signals, there is concern that secondary 

effects could lead to more serious situations, so it is also 



necessary to ensure consistency with high-level policies in 

terms of service continuity for IoT systems. 

4.2 Continuous Access Control based on 

Dynamic Policies 

Today's IT systems operate in complex network 

environments, including integration with cloud services and 

the use of terminals in mobile environments for remote work. 

Such complexity makes it difficult to define a single 

boundary between the inside and outside of an organization, 

leading to the compromise of conventional perimeter 

defense security measures. Therefore, a new concept known 

as "Zero Trust" is currently attracting attention, and a 

cybersecurity architecture called "Zero Trust Architecture" 

based on it [7] 

4.2.1. Zero Trust, Zero Trust Architecture 

Zero Trust focuses on the protection of resources and is 

based on the premise that trust is never implicitly granted, 

but must be continually assessed. This is because it assumes 

that attackers exist inside the perimeter and are just as 

untrustworthy as those outside. It is also assumed that 

resources are not limited to data, but include computational 

resources and IoT actuators. And to reduce cyber attacks by 

attackers that are difficult to eliminate completely, the focus 

is on authentication, authorization, and reduction of implicit 

trust zones to maintain availability and minimize the time 

delay of authentication mechanisms. Access control rules 

are supposed to be as granular as possible in order to enforce 

the minimum privileges necessary to execute a request. A 

conceptual diagram of zero-trust access is shown in Figure 1. 

 

 
 

 

 

When a subject accesses a resource, it will go through a 

PDP (Policy Decision Point) and a corresponding PEP 

(Policy Enforcement Point). However, no additional policies 

can be applied beyond the PDP/PEP. Therefore, the implicit 

trust zone should be as small as possible. The basic tenets of 

Zero Trust are as follows. 

 

1. Consider all data sources and computing services as 

resources 

2. Protects all communications regardless of network 

location 

3. Access to resources is granted on a per session basis 

4. Access to resources is determined by a dynamic policy 

that includes client ID, application service, state of the 

requesting asset, and other behavioral and 

environmental attributes 

5. Monitor and measure the integrity and security 

behavior of all assets 

6. Dynamic authentication and authorization of all 

resources, strictly enforced before access is granted 

7. Gather as much information as possible about the 

current state of assets, network infrastructure, and 

communications and use it to improve security posture 

 

Behavioral attributes, shown in 4. above, include analysis 

of the accessing subject and deviations from observed usage 

patterns. Environmental attributes include the timing of 

access and detection of currently active attacks. Since these 

attributes are affected by changes in time, history, and 

circumstances, access is determined by dynamically 

applying a policy, a set of access rules that take them into 

account. 

Figure 2 is a conceptual framework model showing the 

logical components that comprise a zero-trust architecture 

and the basic relationships among their interactions. 

 

 

 

 
 

 

 

In the above figure, the PDP is decomposed into two 

logical components: the PE (policy engine) and the PA 

(policy administrator). 

 

 PE (Policy Engine) 

The final decision to grant access to a subject's resources 

is made by the Trust Algorithm (TA). Use external sources 

(CDM System, Threat Intelligence, etc.) and policies as 

input to the Trust Algorithm to control access to resources. 

In the United States, NIST is developing the Policy 

Machine [13] as a reference implementation of NGAC 

(Next Generation Access Control) [14], a standard for 

ABAC (attribute-based access control) based on 

relationships among data elements, with the goal of 

supporting a wide variety of access control policies [15]. 

 

 PA (Policy Administrator) 

The PA works closely with the PE and relies on the PE to 

decide whether to allow or deny access; the PA causes the 

PEP to establish or block communication paths between 

entities and resources based on the PE's decision. 

 

 PEP (Policy Enforcement Point) 

The PEP works with the PA and receives policy updates 

from the PA. It then applies the received policy to establish, 

block, and monitor the communication path between the 

subject and the resource. 

 

 TA (Trust Algorithm) 

Figure 1: Conceptual Diagram of Zero Trust Access 

Figure 2: Core Zero Trust Logical Components [7] 



The thought process in determining access permissions in 

PE is considered TA. This thought process is grouped into 

the following categories. 

 

A) Access request 

B) Subject database and history 

C) Asset database 

D) Resource policy requirements 

E) Threat intelligence and logging 

 

In addition, TA implementation methods are distinguished 

by two main features. 

 

1. Criteria-based (binary)/score-based (weighted) 

2. Unitary (individual request) / Contextual (history 

consideration) 

 

Contextual score-based TA is thought to provide dynamic 

and fine-grained access control. 

 

5 APPLICATION OF ZERO TRUST 

ARCHITECTURE TO IOT ACTUATORS 

In an IoT system, IoT actuators provide various added 

values by cooperating with IoT services on the cloud. In this 

case, the application running on the IoT actuator controls the 

actuator in the physical space in response to requests from 

the IoT service. Note that the IoT actuator may have another 

transducer function, the sensing function. A schematic of an 

IoT actuator and IoT system is shown in Figure 3. 

 

 

 

 

One of the most common types of actuators in the physical 

space is the motor. A motor is a device that uses electric 

power to generate physical rotational motion. This rotational 

motion can be used to drive a pump in a river disaster 

prevention system or a water supply system for paddy fields, 

or to rotate the propeller of a drone or the wheels of an 

automatic delivery robot. Figure 4 shows an example of the 

device configuration of the IoT actuator with motor 

envisioned in this paper [16]. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

As shown in the figure above, an IoT device corresponds 

to a controller. A motor unit consisting of a motor driver and 

a motor corresponds to an actuator. As a security measure 

for IoT actuators, it is considered effective to introduce a 

policy-based access control mechanism during the signal 

transmission between the controller and the output interface. 

Therefore, we will consider implementing a function 

equivalent to CPFW in IoT devices. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Malware that attacks IoT actuators is assumed to infect 

applications (software) running on IoT devices and launch 

cyberattacks against actuators. However, as pointed out in 

Section 3, it is not always possible to update the vulnerable 

programs as soon as possible. However, as pointed out in 

Section 3, there are cases where the provision of programs 

and patches for updates are delayed or not provided. 

Furthermore, in recent years, zero-day attacks, in which 

software vulnerabilities are discovered and exploited before 

patches or workarounds are released, have become a serious 

problem [17]. 

Therefore, in order to prevent malware-infected 

applications from controlling unauthorized actuators, a 

function equivalent to CPFW is considered based on the 

zero-trust concept. First, PDP and PEP in in the zero-trust 

architecture, PDP is placed on the cloud side and PEP is 

placed on the IoT actuator side. This PEP will act as a 

CPFW to prevent unauthorized control. In addition, the PDP 

can work with IoT services to obtain behavioral and 

environmental attributes of the subject application. This 

Figure 3: Schematic of IoT actuator and IoT system 

Figure 4: Example of a possible IoT actuator 

device configuration 

Figure 5: Example of a cyber attack against 

an IoT actuator 



allows the PEP to work with the PDP to provide 

instrumental access control based on dynamic policies. A 

schematic of the application of Zero Trust Architecture in an 

IoT actuator is shown in Figure 6. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

However, there is concern that PEPs added to IoT 

actuators will become a new target for malware attacks: 

even if PDPs are protected by cloud-side security measures, 

without proper access controls being enforced by PEPs, 

attacks on the actuators could be carried out and damage to 

the physical space. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Therefore, we focus on TEE (Trusted Execution 

Environment) [18], which is a hardware security feature of 

SoC (System on Chip), a kind of semiconductor chip that is 

being adopted in IoT devices such as IoT actuators.  

TEE is an isolated execution environment independent of 

apps and OSs, and the Secure World in the isolated 

execution environment is not affected by the Normal World 

in which apps and OSs are executed. Therefore, PEP can be 

placed inside Secure World to protect it from malware and 

other attacks. Examples of hardware that provide TEE 

include Arm TrustZone [19], RISC-V Keystone [20], Intel 

SGX [21][22], etc. A schematic of PEP protection by Secure 

World is shown in Figure 8. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The above configuration makes it possible to prevent 

unauthorized control of actuators by applications in which 

the PEP is infected with malware. It is also possible to 

prevent the PEP itself from being infected with malware. 

However, there is a risk of a denial of service attack (DoS 

attack) in which a malware-completed app interferes with 

the coordination between the PEP and PDP. In addition, 

there is a risk that IoT actuators will not provide the services 

they are supposed to fulfill because normal apps will not 

control the actuators as they should. 

Figure 9 shows an example of a DoS attack on an IoT 

actuator. Since IoT actuators are expected to be used in 

applications where the availability of object motion is 

important, countermeasures against such DoS attacks are 

necessary. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Accordingly, Self PDP, which is a subset of PDP, is 

introduced to the IoT actuator in preparation for the situation 

where the PDP on the cloud side and the PEP in the IoT 

actuator cannot be linked. However, since the input to the 

PE of Self PDP is limited to within the IoT actuator, the 

process by the TA is limited. On the other hand, the 

communication resources required for the linkage between 

PEP and Self PDP are no longer necessary, and real-time 

performance and availability are expected to be improved. 

In addition, in order to mitigate secondary damage to IoT 

actuators caused by normal applications not controlling the 

Figure 6: Application of ZTA in IoT actuator 

Figure 7: Example of a cyber attack against PEP 

Figure 8: Protecting PEP with Secure World 

Figure 9: Example of cyber attack causing DoS 



actuators as they should, applications with Failsafe 

functionality will be introduced to IoT actuators. For 

example, provide a function to control the actuator to stop 

safely while it is running, such as by gradually decreasing 

the motor speed. In addition, as an application of the 

Failsafe function, it is also possible to realize EOL (End of 

Life) for IoT devices. The management of EOL by the 

Failsafe function is an advantage in preventing unmanaged 

IoT devices from being abused by DDoS attack bots, etc., 

which are related to the characteristics b) and c) of the IoT 

system described in Section 3. In addition, as a 

countermeasure against malware attacks, Self PDP and 

Failsafe AP must be placed in the Secure World in the same 

manner as PEP. 

As a result of the final consideration, the relationship 

between the components that apply the Zero Trust 

architecture to IoT actuators is shown in Figure 10 as the 

“Zero Trust IoT Security Framework”. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

6 CONCLUSION 

This paper discussed, in particular, the results of a study of 

security in IoT actuators that exert physical action as 

feedback from cyberspace to physical space. The paper also 

presents the direction of future security measures in IoT 

actuators. Then, he proposed the "Zero Trust IoT Security 

Framework," which applies the Zero Trust architecture to 

IoT actuators. In the future, we plan to work on the detailed 

design of the "Zero Trust IoT Security Framework", 

implement it, and verify its effectiveness. 

REFERENCES 

 [1] "Next Cyber Security Strategy (Draft)", Cabinet Cyber 

Security Strategy Headquarters, September 27, 2021, 

https://www.nisc.go.jp/conference/cs/dai31/pdf/31shir

you01.pdf  

 [2] Zen Ishikura, Hideo Yamamoto, Takemi Nisase, 

Fumihiko Magata, "Considerations on Security Design 

of IoT Systems," 2018 Symposium on Cryptography 

and Information Security (SCIS 2018), 4E2-1, January 

2018 

[3] RON ROSS, MICHAEL McEVILLEY, 

JANETCARRIER OREN, "NIST Special Publication 

800-160 Systems Security Engineering," NIST 

National Institute of Standards and Technology U.S. 

Department of Commerce, November, 2016, 

https://doi.org/10.6028/NIST.SP.800-160v1  

[4] Katie Boeckl, Michael Fagan, William Fisher, Naomi 

Lefkovitz, Katerina N. Megas, Ellen Nadeau, Danna 

Gabel O'Rourke, Ben Piccarreta, Karen Scarfone, 

"NISTIR 8228 Considerations for Managing Internet 

of Things (IoT) Cybersecurity and Privacy Risks," 

NIST National Institute of Standards and Technology 

U.S. Department of Commerce, June, 2019, 

https://doi.org/10.6028/NIST.IR.8228  

[5] Michael Fagan, Katerina N. Megas, Karen Scarfone, 

Matthew Smith, "NISTIR 8259 Foundational 

Cybersecurity Activities for IoT Device Manufacturers 

", NIST National Institute of Standards and 

Technology U.S. Department of Commerce, May, 

2020, https://doi.org/10.6028/NIST.IR.8259  

[6] Michael Fagan, Katerina N. Megas, Karen Scarfone, 

Matthew Smith, "NISTIR 8259A IoT Device 

Manufacturers Cybersecurity Capability Core Baseline, 

NIST National Institute of Standards and Technology 

U.S. Department of Commerce, May, 2020, 

https://doi.org/10.6028/NIST.IR.8259A  

[7] Scott Rose, Oliver Borchert, Stu Mitchell, Sean 

Connelly, "NIST Special Publication 800-207 Zero 

Trust Architecture," NIST National Institute of 

Standards and Technology U.S. Department of 

Commerce, August, 2020, 

https://doi.org/10.6028/NIST.SP.800-207  

[8] "White Paper on Information and Communications, 

2020 Edition," Ministry of Internal Affairs and 

Communications, August 2020. 

https://www.soumu.go.jp/johotsusintokei/whitepaper/j

a/r02/pdf/index.html 

[9] George Corser, Glenn A. Fink, Mohammed Aledhari, 

Jared Bielby, Rajesh Nighot, Sukanya Mandal, 

Nagender Aneja, Chris Hrivnak, Lucian Cristache, 

Internet of Things (IOT) Security Best Practices: 

whitepaper, IEEE, 2017,  

https://standards.ieee.org/wp-

content/uploads/import/documents/other/whitepaper-

internet-of-things-2017-dh-v1.pdf 

[10] [Attachment 1] Permission System for Specified 

Modification, etc. of Vehicles (Outline), Ministry of 

Land, Infrastructure, Transport and Tourism, August 

2020, 

https://www.mlit.go.jp/report/press/content/001358067

.pdf 

[11] IoT Security Guideline ver 1.0, IoT Promotion 

Consortium, Ministry of Internal Affairs and 

Communications, Ministry of Economy, Trade and 

Industry, July, 2016, 

https://www.soumu.go.jp/main_content/000428393.pdf 

[12] R. Iijima , T. Takehisa, and T. Mori, "Proposal and 

Verification of a Security Framework to Detect and 

Figure 10: Zero Trust IoT Security Framework 



Regulate Threats by Analog Signals," Proc. of 

Computer Security Symposium 2021, pp. 79 - 86, Oct. 

19, 2021. 

[13] David Ferraiolo, Serban Gavrila, Wayne Jansen, 

"NISTIR 7987 Revision 1 Policy Machine: Features, 

Architecture, and Specification," NIST National 

Institute of Standards and Technology U.S. 

Department of Commerce, Oct. 2015, 

https://doi.org/10.6028/NIST.IR.7987r1 

 [14]  INCITS 565-2020 - Information technology - Next 

Generation Access Control, Information Technology 

Industry Council, <ref> August 19, 2022, [15] 

https://standards.incits.org/apps/group_public/project/d

etails.php?project_id=2328 

[15] Policy Machine Core, GitHub, 

https://github.com/PM-Master/policy-machine-core 

 [16] Overview and Features of Stepping Motors, Oriental 

Motor Co, 

https://www.orientalmotor.co.jp/products/stepping/ove

rview_1/ 

[17] Ten Major Information Security Threats 2022, IPA, 

July 2022, https://www.ipa.go.jp/files/000096258.pdf 

[18] Ariyasu Suzaki, Akira Tsukamoto, Kazumoto Kojima, 

Kenta Nakajima, Hongtron Tuk, Akira Shiio: TEE 

Comparison, Symposium on Cryptography and 

Information Security (SCIS) 2020 (2019). 

[19] S. Pinto and N. Santos, “Demystifying Arm 

TrustZone: A Comprehensive Survey,” ACM 

Computing Surveys (CSUR), vol. 51, no. 6, 2019 

[20] D. Lee, D. Kohlbrenner, S. Shinde, D. Song and K. 

Asanovi´c: “Keystone: A framework for architecting 

tees”, arXiv (2019). 

[21] V. Costan, I. Lebedev, and S. Devadas, “Secure 

Processors Part I: Background, Taxonomy for Secure 

Enclaves and Intel SGX architecture,” Foundations and 

Trends in Electronic Design Automation, vol. 11, no. 

1-2, pp. 1-248, 2017. 

[22] V. Costan, I. Lebedev, and S. Devadas, “Secure 

Processors Part II: Intel SGX Security Analysis and 

MIT Sanctum Architecture,” Foundations and Trends 

in Electronic Design Automation, vol. 11, no. 3, pp. 

249-361, 2017. 

 


