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Abstract
In this paper we describe our preliminary sys-
tem design aiming at creating an artificial agent to
support security export control specialists and re-
searches who are not sure how sensitive their work
might be. We propose a dialog system which com-
bines interaction-based search with legal text un-
derstanding techniques in order to establish the re-
lation between an input text (e.g. a research paper)
and regulations issued by the Japanese government.
After introducing the system, related data and tech-
nical challenges we conclude the paper with a dis-
cussion about importance of human-in-the-loop re-
sponsibility in similar projects.

1 Introduction
The FBI director remark “China Has Spies Across U.S. Uni-
versities” in February last year1 gathered full attention of
those who are concerned with security issues. The control
of sensitive technologies is urgently required not only by the
universities in the United States, but also in other countries,
including Japan where the Ministry of Economy, Trade and
Industry is in charge of promoting security export control in-
cluding transfer of sensitive technologies. For security ex-
port control, in case of exporting of goods, there is a cus-
toms gate which makes it possible to avoid illegal export of
goods through checking by customs officers at the last stage,
but for transfer of technologies, there does not exist such a
gate. And therefore, if a researcher e-mails controlled techni-
cal information to overseas researchers without going through
the correct procedure, sensitive technologies may be dissem-
inated to concerned countries and/or parties, which may pose
a severe threat to the peace and security. Although the min-
istry is working vigorously to enlighten security export con-
trol by preparing manuals such as consolidated matrix, ex-
plained later in the paper, it is necessary to understand how
to use such regulatory texts in the first place, and the use of
the matrix has not been prevailed to a sufficient level. In this

1https://www.universityworldnews.com/post.php?story=
20180217072624121

paper, we discuss on an interactive system prototype to cope
with these technology transfer issues and to provide support
for decision-making while evaluating possibly sensitive in-
formation.

2 Legal Data Description
In principal, countries including Japan, formed international
export control regimes, such as Wassenaar Arrangement2, to
prevent transfer of technologies and export of goods that can
be potentially diverted to weapons and/or to military use to
any nations and terrorists that threaten the peace and security
of their countries and the international community as a whole.
In Japan, this initiative is implemented under the “Foreign
Exchange and Foreign Trade Act”3. Technologies and goods
are labelled as “controlled” when they are related to weapons
or can be potentially used for development of both conven-
tional and mass-destruction weapons. These items are speci-
fied in the “Appended Table of the Foreign Exchange Order”4

(hereinafter abbreviated to “FEO”) and the “Appended Table
1 of the Export Trade Control Order”5 (hereinafter “ETCO”),
while specifications are described in the “Ministerial Order
Specifying Goods and Technologies Pursuant to the Provi-
sions of the Appended Table 1” of the “Export Trade Control
Order and the Appended Table of the Foreign Exchange Or-
der”6 (hereinafter “MOSGT”).

FEO and ETCO are also provided in XML format which is
partially convenient for dealing with information technology
but the relations to other documents are given only in natural
language. Referring tags are not provided and must be added,
preferably in an automatic process of ontology completion
via natural language processing.

2https://www.wassenaar.org/
3https://elaws.e-gov.go.jp/search/elawsSearch/elaws search/

lsg0500/detail?lawId=324AC0000000228
4https://elaws.e-gov.go.jp/search/elawsSearch/elaws search/

lsg0500/detail?lawId=355CO0000000260
5http://elaws.e-gov.go.jp/search/elawsSearch/elaws search/

lsg0500/detail?lawId=324CO0000000378
6http://elaws.e-gov.go.jp/search/elawsSearch/elaws search/

lsg0500/detail?lawId=403M50000400049

https://www.universityworldnews.com/post.php?story=20180217072624121
https://www.universityworldnews.com/post.php?story=20180217072624121
https://www.wassenaar.org/
https://elaws.e-gov.go.jp/search/elawsSearch/elaws_search/lsg0500/detail?lawId=324AC0000000228
https://elaws.e-gov.go.jp/search/elawsSearch/elaws_search/lsg0500/detail?lawId=324AC0000000228
https://elaws.e-gov.go.jp/search/elawsSearch/elaws_search/lsg0500/detail?lawId=355CO0000000260
https://elaws.e-gov.go.jp/search/elawsSearch/elaws_search/lsg0500/detail?lawId=355CO0000000260
http://elaws.e-gov.go.jp/search/elawsSearch/elaws_search/lsg0500/detail?lawId=324CO0000000378
http://elaws.e-gov.go.jp/search/elawsSearch/elaws_search/lsg0500/detail?lawId=324CO0000000378
http://elaws.e-gov.go.jp/search/elawsSearch/elaws_search/lsg0500/detail?lawId=403M50000400049
http://elaws.e-gov.go.jp/search/elawsSearch/elaws_search/lsg0500/detail?lawId=403M50000400049


2.1 Categorized Topics and Their Characteristics
There are 15 topic categories of items under security export
control: (1) Arms, (2) Nuclear Power, (3) Chemical Weapons,
(3-2), Biological Weapons (4) Missiles, (5) Advanced Mate-
rials, (6) Material Processing, (7) Electronics, (8) High Per-
formance Computers, (9) Telecommunication, (10) Sensors,
(11) Navigation Systems, (12) Oceanic Technologies, (13)
Propulsion Devices, (14) Other Technologies and (15) Sen-
sitive Items. Biological Weapons like viruses (Category 3-
2) are often treated as a separate important category and we
chose it in our classification experiment as one of the targets.
In many cases items under each category are specified with
specific details making the item controlled. For example, high
performance computers (Category 8), to be qualified as con-
trolled are defined in MOSGT as ones whose Adjusted Peak
Performance (APP) exceeds 29 Weighted TFLOPS (shows
later in Figure 3). And technologies required for the devel-
opment or production of such high APP computers is con-
trolled. In this context, required technology refers only to
that portion of technology which is responsible for achiev-
ing or exceeding the controlled performance levels, charac-
teristics or functions. Another example is Unmanned Aerial
Vehicles (UAVs) or unmanned airships (under Category 13)
designed to perform controlled flight out of the direct natu-
ral vision of the operator and having a maximum endurance
of 1 hour or greater is controlled. In this context, natural vi-
sion means unaided human sight, with or without corrective
lenses; operator is a person who initiates or commands the
UAV or unmanned airship flight and endurance is to be cal-
culated for International Standard Atmosphere conditions7 at
sea level in zero wind. Furthermore, technologies required
for the development of such UAVs or unmanned airships is
also controlled. However, it must be noted that technologies
necessary for their production are not controlled.

2.2 Difficulties for Automatic Interpretation of
Regulatory Texts

As mentioned above, sometimes not all goods are controlled
but only their versions with given parameters which change
with time as the computational power of supercomputers.
Another example of controlled items which bring difficulty
for natural language processing is the case of avian influenza
virus which belongs to above-mentioned Category 3-2. There
is no definition of its controlled performance levels, charac-
teristics or functions. No specific information is given be-
cause such viruses can be used for Weapons of Mass De-
struction in any form. However, any technology related to the
development, production or use of such virus is controlled.
Here “related” signifies broader coverage than “required”,
and it indicates another difficulty for NLP. While some cat-
egories give simple keywords as names of chemical com-
pounds, other specify their specific parameters (“higher than”
or “longer than”), there are also more vague instructions as
“anything that can be used for manufacturing”.

Lack of distinct misusage examples is another problem
which currently excludes purely statistical “big-data” meth-
ods for automatic recognition of possibly controlled items.

7ISO 2533:1975; https://www.iso.org/standard/7472.html

Recently, Mitsubishi Research Institute has released a report8
in which researchers analyze Japanese Kakenhi Grant scheme
and point to topics which can contain sensitive information.
Their examples, taken from various research cases, could be
used as a set of problematic texts for machine learning, but
it is rather difficult to treat their findings as a set of explicit
misconduct examples. On the other hand, because once pub-
lished research papers become open for the public domain,
they cannot be controlled anymore. Our main goal is to dis-
cover a problematic item before it is released, therefore the
classical supervised machine learning methods are not appli-
cable.

3 System Overview
We are in the process of developing an advisory system for
researchers who are not sure if their documents (e-mails, re-
search papers, etc.) can reveal sensitive information. The
algorithm flowchart is shown in Figure 1. The core manually-
crafted dialog scenario is based on a decision tree-based sur-
vey DoResearch System9, developed by Stanford University
and adopted to Japanese regulations. However, if a user does
not know answers, it will be able to ask additional questions
and upload texts under examination to the system which is
not possible in the Stanford’s solution. The input is analyzed,
and the related regulatory manuals are automatically found
for further reasoning and additional question generation. Af-
ter the relatedness assessment, the user is provided with the
opinion with excerpts related to the problem. If the user is
still not sure about the sensitivity level of the input, the sys-
tem connects the user to a security export control expert. Due
to the above-mentioned lack of annotated data, we plan to
combine NLP methods and dialog processing with ontology
generation and mapping. Details of particular problems and
planned solutions are given below.

3.1 Synonyms for Query Expansion

If the technology to be provided falls under a foreign ex-
change order (Categories 1 to 15), it is necessary to obtain
a license from the Minister of Economy, Trade and Indus-
try in advance, regardless of which country the technology
is transferred to. In order to check whether the license is re-
quired or not, there comes the consolidated matrix10, which
is a list for determining if an item is classified or not. The
matrix is an efficient tool, however, the usage of it should
be understood correctly because sometimes the proper search
result cannot be obtained since only the specific terms are ac-
cepted. For example, if someone searches the matrix for su-
pakon (Japanese abbreviation of English “super computer”),
search results cannot be obtained since the specific term den-
shi keisanki (digital computer) was not used. Therefore query
expansion must be performed.

8https://www.meti.go.jp/meti lib/report/H29FY/000615.pdf
(Japanese Only)

9https://doresearch.stanford.edu/research-scholarship/
export-controls

10https://www.meti.go.jp/policy/anpo/matrix intro.html
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Figure 1: Flowchart of the advisory system under development.

3.2 Specificity of Legal Texts
Further processing is required to analyze grammatical ele-
ments and generate responses and additional queries. For ex-
ample, alternative conjunctions moshiku-wa (or1) and mata-
wa (or2) are used to express the multiplexing structure (see
Figure 2). It is not a trivial task to deal with those mark-
ers in legal text processing and we intend to make use of
findings of [Yamakoshi et al., 2018] who recently proposed
a method for analyzing the hierarchical coordinate structure
of Japanese statutory sentences using neural language mod-
els. Except variations of “or”s they deal with “and”s (oyobi
vs. narabi-ni) and “other”s (sono ta vs. sono ta-no) coor-
dinators, and their method deterministically identifies hierar-
chical coordinate structures according to their rigorously de-
fined descriptive rules and identifies all conjuncts in each co-
ordinate structure using NLM-based scoring. Because their
approach does not rely on any training data labeled with co-
ordinate structures, we also plan to rely on language models.
Also, there are other examples of specific terminology us-
age such as hitsuyou-na (necessary) and kakaru (related). It
seems more difficult to process these words compared with
moshiku-wa and mata-wa (or) and it is necessary to develop
and apply novel methods to process them with usage of ex-
ternal knowledge bases while mapping to our ontology.

Figure 2: Example of logical dependency between two types of
Japanese “or” which is set by the legislative rules.

3.3 Interactive Advisory Dialog Module
As there is a possibility of knowledge retrieval failures in any
of the steps, we decided that it would be better to develop an
interactive dialog interface capable of automatic query expan-
sion and disambiguating queries but also of asking for addi-
tional context if the system’s confidence is low. We developed
an interactive Slack chatbot11 prototype to show the feasibil-
ity of the new decision support system. In the current shape
it is a keyword based question-answering system that utilizes
the consolidated matrix as a knowledge source, and points
users to related entries. The consolidated matrix is extracted
from cabinet and ministerial decrees, and therefore, it is writ-
ten in statutory Japanese. On the other hand, the users do not
always use law-related terms but more general ones. In or-
der to bridge between legal and general terms, we decided to
utilize word similarities. Using previously given example, if
a user inputs supakon (Japanese English of super computer),
the system can convert this word to “super computer” or a
hypernym “computer” by using Wikipedia12 and the seman-
tic dictionary WordNet [Miller, 1998].

3.4 Input Text Analysis
Except answers to the system’s questions, also research pa-
pers can be one sent to the dialog system to provide a sub-
stantial information for decision making before publishing
them. As the first step of this process, our systems needs
to be able to choose the field (matrix category) of the up-
load. We tested popular classification methods by preparing
two sets of research papers related to “biological weapons”
and “nuclear power”. We excerpted detailed descriptions
from the consolidated matrix XML data, collected 400 papers
from J-STAGE site13 for each category and converted them to
plain text. J-STAGE was searched for keywords as names of
viruses (SARS coronavirus, hog cholera virus, Japanese en-
cephalitis virus, etc.) or nuclear process-related terms (e.g.
nuclear reactor, spinning machine, core shroud). After tok-
enization with MeCab using ipadic-NEologd dictionary14, we
vectorized both data sets by using bag-of-words method with
tf-idf weights. We also added eight other matrix categories
as targets to see how words in both research paper sets over-
lap with other topics. Categories 1 to 9 and 3-2 were used,
because sub-category 3-2, dealing with bio-weapons, is usu-
ally treated separately as an important one as mentioned be-
fore. We tested the classification task using four classic meth-
ods available in the Python’s scikit-learn library [Pedregosa
et al., 2011], i.e. Multinomial Naı̈ve Bayes, Linear Support
Vector Classifier [Cortes and Vapnik, 1995], Logistic Regres-
sion and Random Forest with default parameters. The results
are shown in Table 1, and the best accuracy was achieved
when we combined MultinomialNB, LogisticRegression and
LinearSVC to choose the best category by majority voting.
The results were visibly different for both categories and after
closer analysis we discovered that in many cases papers were
classified as belonging to “missiles” category, which contains

11https://api.slack.com/bot-users
12https://wikipedia.org
13https://www.jstage.jst.go.jp
14https://github.com/neologd/mecab-ipadic-neologd
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terms used in other topics. It is clear that we need to ex-
periment with other methods for measuring relatedness, and
we are currently testing language representation model BERT
(Bidirectional Encoder Representations from Transformers)
[Devlin et al., 2018].

Table 1: Accuracy of various classifiers on bio-weapon and nuclear
power-related research papers.

Classifier Biological Nuclear
Weapons Power

Random 0.10 0.10
Multinomial NB 0.14 0.75
Linear SVC 0.56 0.89
Logistic Regression 0.25 0.86
Random Forest 0.07 0.14
Voting 0.58 0.90

3.5 Automatic Legal Ontology Generation
Ontological frameworks are widely used for improving le-
gal information retrieval [Saravanan et al., 2009] because
keyword-based queries performance is often unsatisfactory
for literal term matching. Automatic rhetorical role identi-
fication is necessary in order to understand the structure of a
legal judgment and knowledge representation has been a key
focus of legal text processing and implementing it to serve as
real-world legal practice tools. Ontologies help to meet that
challenge and they specify the fundamental types of things
or concepts that exist for purposes of a system and declare
relations among them [Ashley, 2017]. In our task it is neces-
sary to create an ontology (shown in Figure 3) to include con-
cepts as Has-as-parts, Has-properties or Attribute-of to grasp
the relations between goods and technologies as designing,
manufacturing and using them leads to different output. Such
a close integration of the manually created decision-making
support algorithm and automatically analyzed data is neces-
sary for system’s reasoning and question answering capabil-
ity. Relational links as Has-parent, Has-child or Has-function
assure that the system does not omit important information
by excluding upper or lower instance while calculating the
possibility that item is under legal control. For example if
traversing the links lead to the “legal obligation” parent, the
system can formulate a suggestion more precisely. To gener-
ate such links, an extensive matching of not only keywords
but references to other regulatory items is necessary and our
current work is to automatically discover referential phrases
in brackets and categorize them into “also for” and “except
for” types. Some items are sensitive when they fall under a
specific regulation stated in other section, and sometimes they
are excluded if a condition from other regulation applies.

As the explainability of the system is an important for
both users and experts, capability of representing the decision
making process becomes a crucial advantage of an ontology.
We are in process of manual creation of ontologies by us-
ing Hozo [Mizoguchi et al., 2007], an ontology development
tool. We are interested in a possibility of automatic support
for combining smaller ontologies into bigger ones, extending
them by adding terms and discovering relations [Xiang et al.,

2015; Ławrynowicz et al., 2018]. Ontology extension and
generation, when combined with common sense and knowl-
edge acquisition should help to broaden the possibilities for
discovering problematic technologies even if they are not yet
considered by regulations.

4 Practical Challenges

4.1 Technical Problems

As mentioned above, those who intend to provide goods or
technologies may need to get support while making decision
about their sensitivity. Using a dialogue system for answer-
ing their questions could be useful if they do not have prior
exact knowledge of security export control and an access to a
specialist is limited. To create such system, various technolo-
gies will have to be combined to achieve a practical usage.
Except the lack of misconduct examples, specific terminol-
ogy and complicated hierarchical structure within sentences,
there still exist many obstacles, for example, handling of on-
tological references to multiple item numbers and some li-
cense exceptions , i.e. transactions to transfer technologies
in the public domain or to transfer such technologies to make
technologies publicly known, wherein, transactions to trans-
fer technologies in research activities in the field of basic sci-
ences, etc. In addition, although this research deals only with
the list control of the security export control, it is also neces-
sary to cover the area of the so called “catch all” process of se-
curity export control, which is its another pillar. Approaches
using a wider range of artificial intelligence technologies, in-
cluding machine learning, as well as graph analysis, should
be considered as future work.

A further development could be in the area of educational
role of the dialogue system. For example, the latest infor-
mation on security export control, examples of the similar
troubles, related quizzes and various preliminary knowledge
provided from the system appropriately may be useful for re-
searchers who intend to provide technology. It is anticipated
that such a system can support researchers who have few op-
portunities to read and study manuals voluntarily.

4.2 Responsibility Issues in Automatic Legal
Advisory

We believe our solution should not be the only way to solve
serious legal problems. Our approach is to combine AI tech-
nology with question-answering interactive system and en-
hance the decision-making process augmented by the input
from researchers. In addition, the we will take safer side ap-
proach. That is, if the system is not confident about the de-
cision, it will not provide the conclusion to researchers that
a license is not required from the minister. Otherwise, it will
recommend that the consultation from experts is desirable.
There is also an urgent necessity of providing explainabil-
ity function to any regulation-based processing to assure the
confirmation of algorithm’s suggestions via citing parts of the
regulations which were used for the advice generation. Sys-
tems using ontologies have shown capabilities for providing
explanations of their reasoning.



Figure 3: Security export control ontology combined with the algorithm for deciding if a given text contains sensitive information and should
require a license or not.

5 Related Work
To the authors’ best knowledge, the only effort for partial au-
tomatization of security control decision support is a decision
tree-based survey DoResearch System15, developed by Stan-
ford University (mentioned in Section refoverview). Simi-
lar sites can be found at other US universities, such as Ore-
gon State University16 and North Western University17 but
the DoResearch of Stanford University seems to be one of
the major tools in the area of security export control in the
United States. However, the system is constructed by pre-
defined questions and in this sense, the system is very static.
It requires researchers sufficient knowledge of security export
control to provide answers to the questions. To address this
problem, our system does not require researchers knowledge
of security export control, it is meant to support users who
have little or no prior understanding of the matter.

Our project is planned to be a combination of several tasks
to mechanize this process and borrows from various subfields
of Natural Language Processing. In this section we briefly de-
scribe topics which we consider most related to our endeavor.

15https://doresearch.stanford.edu/research-scholarship/
export-controls

16http://research.oregonstate.edu/export/
export-control-decision-tree

17http://exports.northwestern.edu/files/2016/04/DecisionTree
Jun 2014-tdv8y0.pdf

In recent years we witness a wave of hopes for new legal
NLP solutions has emerged as new language models and deep
learning methods have improved previous algorithms. How-
ever, because law needs order and ambiguity is its enemy,
purely stochastic approaches seem not yet to be sufficiently
explainable.

5.1 Legal Text Processing

Natural Language Processing for legal text, recently known
as Legal Tech [Ashley, 2017], is an old and broad topic
and the earliest systems for searching legal content in text
were known in the 1960s and 1970s, and two next decades
shown growing interest in expert systems for legal advisory
(described in the following subsections). With text ana-
lytic programs like IBM’s Watson and Debater and the open-
source information management architectures on which they
are based, the topic of mechanizing the process of regula-
tory text understanding gained new popularity. This can lead
to changes in the practice of law, for example by connect-
ing computational models of legal reasoning directly with le-
gal text, generating arguments for and against particular out-
comes, predicting these outcomes, and explaining them with
reasons that legal professionals could evaluate for themselves.
Such collaboration between humans and computers is also
our goal. Below we introduce examples of most popular ap-
proaches.

https://doresearch.stanford.edu/research-scholarship/export-controls
https://doresearch.stanford.edu/research-scholarship/export-controls
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Ontologies, Logic and Graphs
One way of dealing with complicated texts of regulations is
to map them into ontologies [Guarino et al., 2009] and use
norm graphs [Ashley, 2017] usually based on logic to per-
form reasoning. An example of such ontology is shown in
Figure 3, developed for the legal digital preservation domain
by [Mayer et al., 2015]. Basically, the main goal of an on-
tology is to conceptualize a domain into a machine-readable
format [Breuker et al., 2005]. Researchers have been devel-
oping various legal ontologies for more than two decades, for
example [Valente et al., 1994] showed that legal ontologies
are useful in designing legal knowledge systems, and in solv-
ing legal problems back in 1994. The following year, [Va-
lente, 1995] proposed Frame-based Ontology and [Sagri et
al., 2004] developed Jur-WordNet. Other examples are FO-
Law (Functional Ontology of Law) by [Breuker et al., 2005],
LRI Core [Breuker et al., 2004] and CLO (Core Legal On-
tology) [Gangemi et al., 2003], and more recently Seman-
tic Web framework is also considered for tackling legal texts
[Casanovas et al., 2016].

[Branting, 2017] discuss the problem of purely logic-based
approaches to legal problem solving which model the rule-
governed nature of legal argumentation, justification, and
other legal discourse which suffer from the absence of effi-
cient, scalable techniques for creating authoritative represen-
tations of legal texts as logical expressions. Their work deals
with the difficulty of evaluating legal terms and concepts in
terms of the language of ordinary discourse. They proposed a
method that distinguishes representative legal tasks to which
each approach appears to be particularly well suited and pro-
poses a hybrid model that exploits the complementarity of
each.

Legal Expert Systems and Advisory Assistants
As mentioned earlier, expert systems were developed for legal
texts from the dawn of artificial intelligence history, therefore
we present only few examples here. More detailed introduc-
tion to the field is given, e.g. in [Susskind, 1986] for older
systems and by [Ashley, 2017] for modern approaches.

[Zeleznikow et al., 1995] present the system known as
Split-Up, which is a knowledge based one. Split-Up end users
are the parties to a dissolution, solicitors or mediators. Some
end users are expected to have little, if any family law exper-
tise and no general legal expertise. The system is only useful
if it is able to be used by people with typical assets. This ap-
plication is therefore quite different from many other expert
systems where the expert system is required more for atypical
cases and the end user is a semi-skilled expert. In our case of
research, the target users also can be treated as semi-experts
who might be aware of dangers but are not sure of legal con-
notations.

[Tan and Thoen, 2000] introduce a legal expert system IN-
CAS (INCoterms Advise System) that can provide online ex-
planations about the use of Incoterms which are a set of in-
ternational rules for the interpretation of the most commonly
used terms in foreign trade. Incoterms stipulate which party is
responsible for arranging and paying transport of the goods,
and arranging the documents necessary for this transport. The
authors underline how the defeasible reasoning capability of

logic-based Prolog is essential for modeling the reasoning
about the Incoterms.

One of the systems closest to our approach was proposed
by [Joshi et al., 2016]. The authors introduce their on-going
project ALDA, a legal cognitive assistant to analyze digital
legal documents and present some of the preliminary results
they have obtained by analyzing legal documents using tech-
niques such as semantic web, text mining and graph analy-
sis. The authors use text mining to extract deontic rules from
cloud Service Level Agreements documents, dividing deon-
tic expressions in four basic types: Permissions, Dispensa-
tions, Obligations and Prohibitions. They propose grammati-
cal rules used to extract Deontic expressions from legal doc-
uments using part-of-speech tagging and grammar analysis,
and we plan to mimic their methods while processing statu-
tory texts.

[Preece and Braines, 2017] present an integrated approach
to information collection, fusion and sense-making founded
on the use of natural language (NL) and controlled natural
language (CNL) to enable agile human-machine interaction
and knowledge management. Examples are drawn mainly
from their work in the security and public safety sectors, but
the approaches are broadly applicable to other governmental
and public sector domains. The authors provide use cases
for the approach: rapid acquisition of actionable informa-
tion, low training overhead for non-technical users, and in-
built support for the generation of explanations of machine-
generated outputs. Conversation logs of our system could
also provide an important source of examples for the secu-
rity export control specialists.

[Meckl et al., 2017] present current results on researching
the automation of Cybersecurity Operations Centers (CSOC)
with collaborative cognitive assistants that are able to cap-
ture and automatically apply the expertise employed by cy-
bersecurity analysts when they investigate Advanced Persis-
tent Threats (APT). An expert cyber analyst teaches a learn-
ing agent shell, through examples and explanations, how to
generate and assess both APT intrusion and false positive hy-
potheses. The trained learning agent is then customized into
specialized autonomous collaborative agents.

[Branting et al., 2017] propose an approach to cognitive
assistance based on identification of salient case features us-
ing predictive models induced from previous administrative
decisions. The authors hypothesize that highlighting salient
facts will make citizens’ and decision makers’ interactions
with administrative processes more informed, efficient, and
accurate. This paper describes three data sets for exploring
this hypothesis: motion-rulings, Board of Veterans Appeals
(BVA) decisions; and World Intellectual Property Organiza-
tion (WIPO) domain name dispute decisions. If our system
receives a substantial input-output evaluation from a security
export specialist, this approach could be useful also in our
project.

5.2 Japanese Statutory and Regulatory Texts
Processing

Except the works of [Yamakoshi et al., 2018] mentioned ear-
lier, there are other examples of legal text processing targeting
Japanese language.



[Fujioka et al., 2017] propose a new search method that
supports legislative duties in Japanese local governments
where both expert and non-experts draft local ordinances.
The authors employ an ordinance/rule as a query instead of
a keyword search to protect the precision rate. Since an ordi-
nance/rule as a query is more informative than just a keyword,
such a query might select appropriate documents. Therefore,
the authors introduce a neural model and show Its effective-
ness in a similarity search task for ordinances. [Nakamura et
al., 2016] propose the development of diachronic terminol-
ogy, which deals with temporal changes in legal terms. The
authors started by compiling Japanese statutory corpora for
them. Focusing on articles that define legal terms, they de-
fined a set of regular expression rules. Their experimental re-
sult showed that legal terms, their explanations, and their re-
lations were successfully extracted. [Gen et al., 2015] present
a case study for avoiding ambiguous annotation when apply-
ing Akoma Ntoso, an XML schema for parliamentary docu-
ments, to Japanese statutes, which follow strict drafting rules.
The Japanese statutory schema Is designed to reflect the rules,
while the Akoma Ntoso schema has underlying structural am-
biguity due to its flexibility. The authors propose a method
to convert from the former to the latter schema and provide
a subset of Akoma Ntoso that retains a strict annotation ap-
proach.

6 Conclusions and Future Work
In this paper we introduced the need of support for a new
challenging task of deciding if a given research should be un-
der the scrutiny of security export control in order to avoid
revealing sensitive information. Such a leak may not only
cause problems for a researcher breaking law but also bring
further serious consequences like handing terrorists technical
details leading to designing or manufacturing lethal weapons.
We describe the idea for the system under development and
documents it has to process, introduce an initial experiment
for classifying research papers into sensitive topic categories,
and discuss challenges of combining various methods to pro-
vide an interactive way to support decision-making process
for possibly dangerous research outcomes.
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