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11th IFIP WG 11.11 Internatlonal
Conference on Trust Management

- =HH : June12-16, 2017

- P ¢ Lindholmen campus of Chalmers |
University of Gothenburg, Sweden

- SHSCEY : 8/29 full papers (AR 0.28) i )
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- 6 Short Papers A, « T

- 95 Reviews , 4 Shepherded | e Py
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(International Federation for Information Processing)
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Trust Management (TM)

IFIP WG11.11 EEDEERES
- IFIP : SRR EFRES

~EwD

- Trust-based Reputation Systems,
- Trust in Identity and Access

i

D)

- WG11.11 ! Trust Management,
- Trust in Social Networks,
Management - Trust, Risk & Compliance,
- MILEF S (REBKA). o F?rTmal and mathematical models
R of lrust,
PaiB 1E B Jo A (BRI K).

- Legal Aspects of Trust,
Anirban Basu(KDDI#} ):Eéﬁ « Economic models for Trust

. = e - Trust enhancing architectures in
2010 (B2 M T Bk Web and Cloud Computing
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| I ‘Stephen Marsh (University of Ontario Institute of Technology)

- “Formalising trust as a computational concept.” (1994).
- RS XEETEAREIBLR2E LU CTRETDME. Computational Trustaiglg

& Audun Jgsang (University of Oslo)
§ - “The right type of trust for distributed systems.” (1996).
- Subjective LogicDEFE— AE

Matt Blaze (University of Pennsylvania)

- “Decentralized trust management.” (1996).
- Access Control &= EIRIED Trust Management&EIET T Tz
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Graduate Symposium

Sep. 29, 2017

(C) 2017 SECOM CO., LTD.

Main Conference

Jun 12(Mo) Jun 13(Tu) Jun 14(We) Jun 15(Th) Jun 16(Fri)

. « Introduction « Interactivity (2) Keynote 1: Keynote 2: Keynote 3:
89;?@ * 15t Round » Trust as a Social Trust for Security - Extended vehicle Strong
10:30 Construct, its uses  Security for Trust trust and security Accountability and
in the online world the New IT
. Introducing Trust in Application Novel Sources of Trust Panel Discussion Applications of Trust
11,;@@ Computational Trusts, Security: Can’t live and Trust Information  Trust on the road:
12:39 [ts uses, and Systems  with it, can’t live vehicular networks
without it beyond security
13:.39 Computational Trust - Interactivity (3) Trust Metrics Reputation Systems
~ and its relationships -+ 2" Round
15:00 with IT Security
Interactivity (1) » Homomorphic Information Sharing Poster and demo
15:30 Encryption - an and Personal Data
~ answer to privacy?
17:00 » Trust in Vehicular

Dinner and group
Interactivity work

Networks

Wrap up and head out
to grab beer

Dinner cruise through
the archipelago
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Graduate Symposium

- Fa1—kU77 LS
- CommitteeBEICLBFEFRIER
- Interactivity work(Z3[0])
o F=LICRDINTT—VEROTTrXv3ay
- FHEREKOYR—K
- 1st Round | XL THXHLEESD
: isd Round : URYI, KO EEDEARSEZ CTRRODEESNAE XS
=)
- SOI3RIVRIIEoM:
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% Introducing Computational Trusts, its uses, and Systems
l - Prof Stephen Marsh, UOIT, Canada

Computational Trust and its relationships with IT Security
« Prof Christian Jensen, DTU, Denmark

Trust as a Social Construct, its uses in the online world
- Dr Natasha Dwyer, Victoria University, Australia

Trust in Application Security: Can’t live with it, can’t live without it
- Dr Musard Balliu, Chalmers | University of Gothenburg, Sweden

Homomorphic Encryption - an answer to privacy?
- Dr Anirban Basu, KDDI Research

Trust in Vehicular Networks
- Dr Jan-Philipp Steghofer
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Introducing Computational Trusts, its uses, and Systems

| ' “ | Prof Stephen Marsh, UOIT, Canada

« FSRAEERRTEIERR NS Uo<D LR
- Not: B{§. fEXR. Y. ZE(Safety). SEM. #HIE. tFaU5+
- Related to: U XD
« RS XRCIEZIDDE—RAHD
- tHF(establishment). #Zm(reasoning). fT#0(action)

- Computational Trust
- AN - (IS OEEREPHAEZ. STE X7 AICERALZTED
- WEBIE. EUOVT T BN, MXiRZERD
- [EER] EEOYKICHAVSBE/INSA—T%&
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Computational Trust and its relationships with IT Security

Prof Christian Jensen, DTU, Denmark

- AVE1—StTFI)TAICHITBIFS I
- Trusted Computing, Trusted Third Parties, Trusted Computing Base, etc.
N—FtTFa1 VsV IEFaUT+
- BIEIIEF Eformal methodsICEEDL
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aE% aff]
- BESMBORZDBF(OER. ARFEE)CEEDLER
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Trust Based Security

Traditionally security models

—_
Trust-Based security models

= merg than 50 shades of grey
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Trust as a Social Construct, its uses in the online world
Dr Natasha Dwyer, Victoria University, Australia

- BRRITAEHNSTrust &

*:t/\ﬂ?rd)ﬁﬁ,m HELDESAEDER. UE5UE. I-UMNE
LEDEE -

Trust is a relationship within which a trustor is

T T it oy e it
HOSE SIDE ARE YOU ON? whom a tru P ,

will respond in the trustor’s interests.
Cofta (2007, p. 14)

Trust evidence that users value fall into three
dimensions:

continuity, competence and motivation.
(Cofta 2006)
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Trust in Vehicular Networks

Dr Jan-Philipp Steghofer
SHRE(E. B INIRBICHFENERN T SEVHEEEETT
SR, MEEM. BICERITINE FCOREEERILIT D
SEE(E. FMEERUZBHTHICT S
SRE. Y XTLDOEHF&ERAT SDICZILD

Interactions in V2X Systems . @
In_ter'actmn ¥ ﬂ. / \ G
with other -

Veracity for the individual data point -
trust for the entire vehicle

Trust value simplifies assessment

Environment :
svstemsr____. — \T[ Fleet mmm::lm sl of data from vehicle m
[ —F b
T | e e . .
e ) oG n e -~ ﬁ"“"-—-..____‘ B  clustedforveracity [ Vﬂ?;a;;ﬁ’c:‘::;i':::?::
m muﬁmm using a metric
IS 1& /, 4 " © a trust model to
e 9 | Traffic management form & trust value
Ao yehide fune. | Tracking-based insurance for the vehicle

:[ Reliability statistics |

[Breghdfer & Ralf, 2012] [Staron & Standarizto, 2018]




Sen 2C, 207 iR R R (C) 2017 SECOM CO., LTD.

BZBNDBR. TWAESEZXIZI),

Main Conference

- 3{FMKeynotes

- 5D —EtvIay . 1448F0FEEK

- ISXILFT 1 X Hw=3aY : Trust on the Road
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Keynotes

~ Trust for Security — Security for Trust
(9 Max Miihlhauser (TU Darmstadt)

Extended vehicle trust and security

) :
K — how hard can it be?

- Mathias Widman (Volvo Group)

Strong Accountability and the New IT
- Siani Pearson (HP Labs)
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Trust for Security — Security for Trust
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- Trust for Security

- T—EXDEEETHME TETINENRS D trust
o PP R T LR TO—FEEICKODTCTOMREIGEANEA TLD
’ STAR(CSA)' CA_TMS(TU Darmstadt)fdié:“ STAR: Security, Trust & Assurance Registry

. Security for Trust CSA: Cloud Security Alliance
— “ - = - CA-TMS: Certification Authority Trust Management System
o DS —(RERAMN
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Extended vehicle trust and security

— how hard can 1t be?
- Extended Vehicle: RWRD—DO&NTUTERR L —E X E
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Strong Accountability and the New IT

c AELITRE=>517/\—, TFaUTrDU R TiE

- PHOVEE) o
- SERIEE(Liability) KDL UVVEER

« SEEADEEN. mE

CEED<H

4]

Z William Windsborough& |§

A\ D ZEERL

« FSRXESHBIMEITN. MERETETDREGFTELL

- LT A IEY S (D. Butin)
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Information Sharing and Personal Data

. Partial commitment - “Try before you buy” and “Buyer’s remorse”
for personal data in Big Data & Machine learning
- AR EE(C"'Maybe"hNIVRHoIzoEDIEDH. L\ SRERERER,
SEOEMEINRL X T—IRILY —DRRUCDVTHAHFTLTU S,

- VIGraph — a framework for verifiable information

- BEEMIEHRE FIRNIC AU T —Y DREECH|HAIBEE L — L
JD—2IMIEZE, Known Your Customer’LE(CHRA,

- A Flexible Privacy-preserving Framework for Singular Value
Decomposition under Internet of Things Environment
» JATAVEI—TVTRBICH TEIFE ) —RICTIT S
SN —REITL—LT—DDEEE,
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Novel Sources of Trust and Trust Information

- The Game of Trust. Using Behavioural Experiment as a Tool to
Assess and Collect Trust-Related Data
- BRITHOT IV EEERNSWNET SCENRREE=>2 )7 T — 4
CSupply Chain Mgmt. Z1—X T —X(EFET—IvhZEER - oL
- Social Network Analysis for Trust Prediction
- SNSA—Y20O777 LSRRI DEBEYEHEEIT S IL—LDT—DD
E:l%;*;o 530)*‘y|\'j—9':|:'lﬁ\'|‘ft|_7cfﬁﬁb\7f:o
- Investigating Security Capabilities in Service Level Agreements
as Trust-Enhancing Instruments
« TYRIXITBIRDITHRREICHIFTESLAZHEL. IR EREEEGNER
aN. EFIVTFTBHEARRBLTLSCEZBSMNCLTE
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Applications of Trust

- Managing software uninstall with negative trust

s VIAIRA=IVERICEEDE EBECSTEVNTTVT—3avrm
Al IO VIDRE, CogfETREEESE X S(HREF),

- JTowards Trust-aware Collaborative Intrusion Detection:
challenges and solutions

- CIDSICH T DEEEENBHDIRREER,
- Self-trust, Self-Efficacy and Digital Learning
- BEMNREBSEBEEIRXDCET. TITIEBREBEDFHETH

ENAFCETD, I—HI(CEYLOVRO-ILEREHTICENABE
(EECDIEMB,
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Trust Metrics

(C) 2017 SECOM CO., LTD.

« Trust Trust Me (The Additivity)
« RS XARARIYDOEIERSETE
- Subjective logic CIIHERRIVBUEZMNEET SN, ASXEANITEEE
KOS, GREEOZLAMPEEMEEX SCEMNTRE,
- Towards Statistical Trust Computation for Medical Smartphone
Networks Based on Behavioral Profiling

- EERAIV—FIJ4VRYED—DICEVT/—ROERBY ML O TER

Hd/—FERI T BIXNZX LA

A=
R

- Advanced Flow Models for Computing the Reputation of Internet

Domains

- DNSXWD—ORROIHSBEHDIRAT V&R T BI2HD.
HSZB/) I OR—-ZOTO—FFILDIREK
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Self-reported verifiable reputation with rater privacy

- ZKIBUEPSYbIlZMEZHRHD. EREERRLIS
DEEFH Y X T LORR,
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- LV UFUESBEDEOENBHETIAEL,
- Computational Trust& L\ OB BRATHEBARDNCTOBME TR ZCEMNTES,
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Stephen Marsh Natasha Dwyer  Jan-Philipp Steghofer
(UIOT, CA) (Victoria U, AU) (Chalmers UoT , SE)




